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JleTasibHillle PO BUKJIaa4ya HA CAalTi kadeapu

3arasbHa iHpopmManisa

AHoTanjisa

O3HalloMJ/IeHHS CTYAEHTIB 3 IPUHLMIIAMHU IOOY0BU CUCTEM 3aXUCTy iHPopMalLlii; 03HallOMJIEHHS
CTYZ,EHTIB 3 OCHOBHUMHU MeXaHi3MaMU NOCayT 6e3MeKH; BUBUEHHS CTYeHTaMH MEHEKMEHTY
iHpopmaniliHoi 6e3MeKH; HaBYaHHSA CTY/AeHTIB OCHOBaM ayAuTy iHpopMaLiiiHO] 6e3MeKH; BUBUYEHHS
CTYy/leHTaMH Clieljia/IbHUX MeXaHi3MiB Kibep3axucry.

MeTa Ta niJji AMCIUILIIHA

HaBuyaHH# CTy/|eHTiB NIpUHLMIIAM OOy 0BU CUCTEM 3aXUCTy iHdOopMallii, 10C/1i/PKeHHIO Ta
BUKOPHUCTAHHIO CYYaCHUX NMpoueayp 3abe3nedyeHHs Ha/[aHHsI OCHOBHUX NOCJAyT 6e3neku iHpopmarnii B
KiGepnpocTopi, npoBe/leHHS ayAUTY MOTOYHOTO CTaHy iHpopmaniiHoi 6e3neKu.

dopmMaT 3aHATH

Jlekii, 1abopaTopHi 3aHATTS. [l0TOUHHI KOHTPOJIb — JIabOPATOPHI PO6OTH, MPOMI>KHUN MOAYTbHUN
KOHTpOJIb. [1iIcyMKOBUI KOHTPOJIb — EK3aMeH.

KoMneTeHTHOCTI

KO05. 3paTHicTb BYMTHCSA | 0BOJIOJIBATH CyYaCHUMU 3HAHHSIMU.
K06. 3gaTHicTb /10 MomyKy, 06po06JeHHs Ta aHaJi3y iHbopMallii 3 pisHUX JKepe.
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K18. 3paTHicTh aHa/Mi3yBaTH, BUGHUPATH i 3aCTOCOBYBAaTHU METO/H i 3acobu [1Jist 3abe3neyeHHs
iHbpopMariiiHol 6e3neKH (B TOMY YK CJIi KiGepOe3neKH).

K20. 3gaTHicTb 3acToCOBYBaTH pyHAaMeHTAIbHI | MXKIUCIUIIIHAPHI 3HAHHA /ISl YCIIITHOTO
pO3B’si3aHHS 3aB/]laHb iHXXeHepil nporpaMHoOro 3abe3neyeHHs.

PesyanaTn HaBYaHHA

[IPO1. AHasizyBaTH, IiJleCIPSIMOBAHO IIYKaTH i BUOMpPATHU HEOOXiIHi JI/1s1 BUpillleHHsI TpodeciiHuX
3aBJlaHb iHGOpPMalilHO-JOBIAHUKOBI PeCYpPCH i 3HaHHSA 3 ypaxyBaHHSM Cy4YacCHUX JIOCATHEHb HayKH i
TeXHIKHU.

[1P18. 3HaTH Ta BMiTH 3acTOCOBYBaTH iHdOpMalliiiHi TeXHoJ0Til 06p06KH, 36epiraHHs Ta nepeayi
JlaHHUX.

[1P21. 3HaTH, aHai3yBaTH, BUGHPATH, KBaJIiPpikoBaHO 3aCTOCOBYBATH 3aCO0H 3a6e31eYeHHs
iHdpopmariiliHoil 6e3neku (B TOMy 4YMc/Ii Kibepb6e3rneku) i mislicHOCTI JaHUX BiZMOBi/HO /10 PO3B sI3yBaHUX
MPUKJ/IAIHUX 3aB/laHb Ta CTBOPIOBAHUX MPOTrPaMHUX CUCTEM.

0o6car AMCHUMILIIHU

3aranbHuit o6car auctuiiing 90 rog. (3 kpeautiB ECTS): nekunii - 16 rog., 1abopaTopHi po60oTH - 32
roJi., caMocCTiiHa po6oTa - 42 roJ.

IlepeaymMOBU BUBYEHHS AUCHMILIIHU (IpepeKBi3UTH)

Buija MmaTeMaTHKa
Komn'toTepHi Mepexi
OcHOBH Be6-p0O3p0OOKHU

0c06JIMBOCTi AUCIUIJIIHU, METOAH TAa TEXHOJIOTil HaBYaHHA

MeTo 1 BUK/IaJaHHA Ta HABYAHHS:

iHTepaKTHUBHI JieKLii 3 npe3eHTaLisIMU, JUCKYCii, JabOpaTOPHi 3aHATTS, KOMaH/Ha po60Ta, KeHC-MeTO[,
MeTO/, 3BOPOTHOTI0 3B’I3KY 3 60KY CTY/IeHTiB, Ip06JieMHe HaBYaHHSI.

@®opMHu oLiHIOBaHHS:

MUCbMOBI iHAUBIAyabHI 3aBAaHHA A0 J1abopaTopHUX pooiT (CAS), olliHIOBaHHSA 3HaHb Ha J1a60paTOPHUX
3aHATTAX (CAS), ekcripec-onutyBaHHs (CAS), onnaitH-Tectu (CAS), migcyMKoBU/ceMecTpOBUI
KOHTPOJIb Y GOpMi ceMecTpOBOro eK3aMeHy, BiATOBiAHO /10 rpadiky HaByasbHOTrO npolecy (FAS).

IIporpama HaB4YaJIbHOI AUCIUILIIHU

TeMM JIeKIiHHUX 3aHATH

Tema 1. [lousaTTs KiGep6e3neku Jep>kaBy Ta CKIaZ0BUX Hal[iOHAJIbHUX iHTepeciB YKpaiHU B
Kibepbe3neku

OCHOBHI eTanu NpoBeJileHHs BHYTPILIHbOTO ayAUTY 3 iHpopMaliliHOi be3mneKu.

Tema 2. AHani3 pu3uKiB B 06J1acTi kibep6esneku. Knacudikanis kibepsarpos. [IpakTuyuni mogeJti
pO3MexKyBaHHA IPaB JOCTYIY

O3HalloMJIeHHS 3 OCHOBHHMH KaHaJlaMy BUTOKY iH$opMauii. OCHOBHI NpMHIUNU GOpPMYBaHHS
kJ1acudikaTopiB KOMI'IOTEpHUX iHI[UIEHTIB, Kibep3arpos.

Tema 3. MexaHi3Mu 3a6e3ne4eHHs] KOHOIIEHIIIHHOCTI Ta iJIiCHOCTi JaHUX

OcHOBHI MexaHi3MU 3a6e3neyeHHs LiTiCHOCTI B iHpopMaIiiHUX CUCTeMaX.

Tema 4. MexaHi3Mu 3a6e3neyeHHs aBTeHTHUdiKallii

OcHoBHi cnenianpHi rem-¢pyHkuUii. CtangapTy nudpoBoro nianucy, ix kiacudikaris.

Tema 5. OcHOBHI HAaNpPsSAMKHK PO3BUTKY cydacHoi Kpunrtorpadii

MeToau cteraHorpadii y npocTopoBoi Ta 4aCcTOTHOI 06J1aCTi.

Tema 6. MexaHi3MU Ta NPOTOKOJIM KepyBaHHs KiodyaMu B IBK

OcHosHi npoTokosu PKI Ha ocHOBI cuMeTpHYyHOI Ta HecuMeTpU4HOI Kpunrorpadii.

Tema 7. TexnoJiorii aHani3y pusukKis

MeToauKU aHa/1i3y pU3UKIB.

Tema 8. AHani3 pu3uKiB B ynpaBJ/iHHI HepopMalliiHOIO 6e3MEeKOI0
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MeTouKU aHa/1i3y pU3UKIB.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi 3aHATTS B paMKax JUCHHUIIIHY He Nepea6adeHi.

Temu 1a60paTOPpHUX POGIT

Tema 1. Po3ropTaHHs omnepalilHOi CUCTEMH JIJIsl HIPOBEJeHHS ayAuTy iHpopMaliliHoi 6e3neKu
KOMIT'IOTEPHUX Mepex Ta iHpopMaliiHux cucTeM

Tema 2. [HCTpyMeHTH MPUXOBAHOTO 360py TexHiYHOI iHpopMariii 3 iHpopMmalliliHoi cucTeMu abo
KOMIT'I0TepHOI Mepexi

Tema 3. JloctipkeHHS cydacHUX 6JIOYHUX CUMETPUYHUX HIUPPIB Ta peKUMiB LINPPYBaHHS.
Jlocsli;KeHHS CyYacHHUX aCUMETPUYHUX KPUIMITOCUCTEM MU PPYBAHHS

Tema 4. [locipxeHHs eJleKTpoHHOTO I pororo miamucy. LI Eab Famans, ICTY 4145, ECDSA.
JocnimxeHHs Bpa3IMBOCTEN CUCTeMU ab0 MepexKi 3a ;0NOMOTr0l0 Crellia/i30BaHOr o CKaHepa
BpassinBocTel — Nessus

Tema 5. Creranorpadiuni meToau 3axucty iHpopmariii

Tema 6. CTaTUCTUYHI JOCTiAKeHHS reHepaTOpiB BUMIAJKOBUX Ta MCEB/IOBUIAIKOBUX MTOCIiIJOBHOCTEH 3a
MeToauKoi NIST

Tema 7. BusHaueHHs Bpa3/MBoOCTel Beb pecypciB Ta Beb goaaTkiB. CkaHep BpasiuBocTel — Vega

Tema 8. 36ip TexHiuHOi Ta uyTTEBOI iHPopMariii 3a sonomoroto [13 kiacy - cHidepu. 3acib gocaigpKeHHs
Bpa3JinBocTel 6e3npoBigHUX Mepex Wi-Fi - Aircrack-ng

CaMocTiiHa po6oTa

[HAMBIAyaNbHUX 3aB/JaHb He nepe16ayeH0 HaBYaJIbHUM ILJIAHOM.
CTyieHTaM peKOMEeHAYIOThCA 0JaTKOBI MaTepiasu (Bieo, cTaTTi) [IJisi CaMOCTiHHOTO BUBYEHHS Ta
omnpaIoBaHHS.

JlirTepaTypa Ta HaBYaJ/IbHiI MaTepiain

OcHOBHa JiTepaTtypa

1. €Bcees C.I1, Octanos C.E., Koposb O.I'. Kibep6esneka: cyyacHi TexHoJ10Tii 3axucTy. HaB4aabHUM
MOCIGHUK /ISl CTY/IeHTiB BUIMX HAaBYaJbHUX 3ak1a/1iB. JIbBiB: “HoBuii CBiT- 2000”, 2019. - 678.

2. P. B. I'puiyk, Ta 0. I'. lanuk. OcHoBM KibepHeTH4HOI 6e3neku: MoHorpadis /; 3a 3ar. pea. 10. T
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“3abe3neueHHs iHpopMaliiiHoI 6e3neku gepxasu”, K: [IBII “3agpyra”, 2013.

JoaaTkoBa JiTeparypa

4. bapaHoB A.A., [HTepHeT peyeil: TeOpPETUKO-METO/I0JI0TiYHI 0CHOBH NPaBOBOTO pery/toBaHHs. ToMm L.
Cdepu 3acTocyBaHHs, pU3UKH i 6ap'epu, mpo6eMu mpaBoBoro peryatoBadHs, ISBN: 978-966-937-513-1,
2018, 344c.

5.1SO/IEC 27001:2013. Information technology - Security techniques - Information security
management systems - Requirements. [Online]. Available:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail. htm?csnumber=54534.

6. Edited by Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov. Synergy of
building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O. Milov and
others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.

7. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p.

8. Doctrine of information security of Ukraine, approved by Decree of the President of Ukraine dated
February 25,2017 No. 47/2017. [Electronic resource]. Available:
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9. Ctpareris kibepbe3neku Ykpainu” (BBeseHo B fito Yka3omM [IpesneHTa Ykpainu Bif 15 6epesns 2016
poky N296/2016).

CucremMma oOLiHIOBAaHHA

KpuTepii onjiHIOBaHHA YCHIIIHOCTI CTyAEeHTa IIIkas1a OLiHIOBaHHA

Ta PO3MOJAiJI 6aliB Cyma HauioHasbHa oLiHka ECTS
100% nizicyMKOBe OL[iHIOBaHHSA Y BUTJISI/I €K3aMeHY 6asiB

(36%) Ta noTo4yHOTO ONiHIOBaHHA (64%). 90-100  BigMmi"HO A
36% ex3aMeH 82-89 Jobpe B
64% noTo4He OLiHIOBAaHHA: 75-81 Jo6pe C
Mogaynab Nel (12%) 64-74 3a/10BiJILHO D
Moayab Ne2 (12%) 60-63 3a70BiIbHO E
JlabopaTopHi po6oTu (40%) 35-59 He3azoBisbHO FX
JlabopaTopHa po6oTta N2 1 (5%) (moTpi6He JomaTKOBE
JlabopaTtopHa po6oTta Ne 2 (5%) BUBYEHHS )

JlabopaTtopHa po6oTa N2 3 (5%) 1-34 HeszaznoBinbHO F
JlabopaTtopHa po6oTa N2 4 (5%) (moTpi6He MOBTOpHE
JlabopaTtopHa po6oTta N2 5 (5%) BUBYEHHS )

JlabopaTopHa po6oTa N2 6 (5%)
JlabopaTtopHa po6oTta Ne 7 (5%)
JlabopaTopHa po6oTa N2 8 (5%)

HopMu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyzeHT noBHUHEH JoTpuMyBaTuca «KoJlekcy eTUKHU akaieMiYHUX B3a€EMOBITHOCUH Ta A06pOYEeCHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTH, BiANIOBIAANBHICTb.
KonuikTHi cuTyalil NoBUHHI BiZKpUTO 06GroBOPIOBATHUCS B HaBYaJbHUX I'PyIlax 3 BUKJIaZA4yeM, a IpU
HEMOJIMBOCTI BUpilleHHS KOHQJIIKTY — JOBOJAUTHCS A0 BijoMa crliBpo6iTHUKIB JUPEKIIil IHCTUTYTY.
HopMaTuBHO-IpaBoOBe 3abe3MneyeHHs] BIPOBa/PKEHHsI NPUHIIMIIIB akageMiuHoi fjoopoyecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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