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KinbkicTh HaykoBuUX ny6JtikaLii: noHas 350, 3 HUX NaTeHTiB HA KOPUCHY
MoJienb 42, 17 MmoHorpadil, 3 AKUX 9 KoJIeKTUBHUX MOoHorpaodiii, 31
HaBYa/IbHUH NOCIOHUK, 3 IKUX 4 3 rpudomM MinicTepcTBa 0CBiTH i HAyKU
Ykpainy, 163 cTaTTi y 3aKOpA0HHUX BUAAHHSAX Ta GaX0BUX BUJAHHAX YKpaiHY,
3 HUX 61 y HaykoMeTpU4HiH 6a3i Scopus. [IpoBigHUM JIeKTOP 3 AUCLUILIIH:
«MeHemxMeHT iHpopMaliliHOI 6e3nekn», «BBesileHHs B Mepexi», «be3neka
OGaHKIBCbKUX cucTeM» , «['i6puIHI BiiHY Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPUHT KOPIOPaTUBHUX Mepex», «Blockchain: ocHoBU Ta npuknagu
3acToCyBaHHA», «OCHOBU CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neku» y
CTy/leHTiB 6akasiaBpiaTa Ta MarictpaTypy, Po3ain «MeToau i TexHoJ1OTii
MOHITOPUHTY Ta ayAuTy iHpopMauiiiHOI 6e3neku», «MeTou No6yL0BU
MOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6€3me4eHHs
Kibepbe3neKHu Ha OCHOBI TeXHOJIOTIi 6J10K4YelH» AJ1s1 aclipaHTiB

JleTa/bHille PO BMKJ/IaJa4a Ha CalTi Kapeapu

3arasbHa iHpopmanisa

AHoTanjisa

HapyanbHa auciumiina "OcHoBU Kibep6e3neKkn" € 060B 13K0BOI0 HABYAJIbHOIO TUCIUILIIHOW. BUBUeHHS
JUCLMILIIHYU COIPSIMOBAHO Ha 0BOJIOLIHHA HEOOXiIHUMU 6a30BUMH NOHATTAMMU Ta IpaBUJIaMU 6e3MeyHoi
MOBe/iHKH B Mepexi, 03HaWOMJIEHHS CTY/I€eHTiB 3 IPUHIUIIAMH TOOYA0BH CUCTEM 3axUCTy iHpopmarii,
03HallOMJIEHHS1 3 OCHOBHHMMM MeXaHi3MaMHU NOC/IyT 6e31eKy, BUBYeHHs MeHePKMeHTY iHpopMaLliiiHoI
6e3neKy, HaBYaHHS CTYyZEeHTiB OCHOBAM ayAuTy iHpopMaLiiiHOI 6e3M1eKH, a TAKOXX BUBYEHHS
CTyZ€HTaMH CHeLia/IbHUX MeXaHi3MiB Kibep3axucTy.


mailto:serhii.yevseiev@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/євсеєв-сергій-петрович/

MeTa Ta mijli AUCHUILTIHU

HaBuyaHHS CTy/|leHTiB NIpUHLMIIAM MO6Y/I0BU CUCTEM 3aXUCTY iHdopMallii, JocTiPKeHHIO Ta
BUKOPUCTAaHHIO Cy4aCHUX NpoLefyp 3abe3nedyeHHs HalaHHsI OCHOBHUX NOCJAyT 6e3neky iHpopmalii B
KiGeprnpocTopi, MpoBeIeHHS ayAUTY IIOTOYHOTO CTaHy iHGopMaliiiHOI 6e3MeKH.

dopmar 3aHATD

Jlekii, 1abopaTopHi po60TH, caMoCTiiHA po60Ta, KOHCYJIbTallil. [1iICyMKOBHI KOHTPOJIb — iCITHT.

KoMneTreHTHOCTI

K3 1. 3gaTHicTh 10 a6CTPAaKTHOr'O MUCJIEHHS, aHaJli3y Ta CUHTE3Y.

K3 10. 3paTHicTh 36epiraTv Ta NPUMHOXKYBAaTH MOPaJIbHi, KyJbTYPHI, HAyKOBI I[IHHOCTI i IoCATHEHHA
CYCIJIbCTBA HAa OCHOBI PO3yMiHHS icTOpii Ta 3aKOHOMIPHOCTEH PO3BUTKY IpeAMeTHOI 06JacTi, ii Micug y
3araJibHil CUCTeMi 3HaHb PO MPUPOAY i CYyCHMINILCTBO Ta y PO3BUTKY CYyCHIJIbCTBA, TEXHIKH | TEXHOJIOTIH,
BUKOPUCTOBYBATH Pi3Hi BUAU Ta GOPMH PYyXOBOI aKTUBHOCTI JIJIs1 aKTUBHOTO BiZINOYMHKY Ta BeJleHHSA
3/J0POBOTO CIIOCOOY KUTTS.

KC 2. 3gaTHicTb 3acTOCOBYBATH CTAHAAPTH B 06/1aCTi iHYOpMaI[iHHUX cCUCTEM Ta TEXHOJIOTIH npu
po3pob1i ¢pyHKILioHANABHUX TPOOiiiB, MO6GYA0BI Ta iHTErpalii cucTeM, MPOAYKTIB, CepBiciB i eieMeHTIB
iHdpacTpyKTypHu opraisariii.

KC 8. 3gaTHicTb ynpaB/sTH SIKiCTIO NPOAYKTIB i cepBiciB iHpopMaLliifHUX CUCTEM Ta TEXHOJIOTIH
[IPOTATOM IX YKUTTEBOTO LUKJLY.

KC 10. 3gaTHicTb BUGOPY, NPOEKTYBaHHS, pO3rOPTaHHS, iIHTerpyBaHHs, YIIpaBJliHHSA, aAMiHICTpyBaHHSA
Ta CyNpoBO/KyBaHHSA iHpopMaIilHUX cHCTeM, TeXHOJIOTiH Ta iHPOKOMYHIiKaIlili, cepBiciB Ta
iHppacTpykTypH opranisariii.

Pe3lebTa'm HaBYaHHA

[1P 3. BukopucTtoByBaTH 6a30Bi 3HaHHS iHGOPMATHKH ¥ CydyacHUX iHGOpMaLiiHUX CUCTEM Ta
TEXHOJIOTi{, HABUYKH IPOrpaMyBaHHsl, TEXHOJIOTI] 6e31e4yHol po60TH B KOMIT'IOTEPHUX Mepexax,
MeTO/ Y CTBOPEHHs 6a3 JaHUX Ta iIHTepHeT-pecypciB, TEXHOJIOTIi po3po6JIeHHS aJIrOPUTMIB i
KOMII'IOTepHUX IPOrpaM MOBaMM BUCOKOI'O PiBHf i3 3aCTOCYyBaHHAM 00’ €EKTHO-OPIEHTOBAHOTO
NporpaMyBaHH4 JiJ1 pO3B’si3aHHA 3a/ja4 NPOeKTYBaHHSA | BUKOPHUCTaHHA iHQOpMaLiiHUX CUCTEM Ta
TEXHOJIOTIH.

[IP 10. Po3ymiTu i BpaxoByBaTH COLia/IbHI, EKOJIOTI4YHI, eTUYHi, EKOHOMIYHI aClleKTH, BUMOTI' OXOPOHHU
npaii, BUpo6HUY0i caHiTapil, mokKeXKHOI 6e3MeKU Ta iCHYyI0YHX Jlep:KaBHUX | 3aKOPIOHHUX CTaHJAPTIB
nij yac GopMyBaHHS TEXHIYHUX 3aB/laHb Ta pillleHb.

06csAr AMCHUIIIHA

3aranbHui o6car aucuumiainy 90 rof. (3 kpeautu ECTS): nekuii - 16 rox., 1abopaTopHi po60oTH — 32
roJ., caMocTiiiHa po6oTa - 42 rog.

IlepeaymMoBY BUBYEHHA AUCHMILIIHU (MpepPeKBi3UTH)

Buma matematrka, OcHOBY iHGOpMaLiiHUX CUCTEM Ta TEXHOJIOTiH, AITOPUTMU Ta CTPYKTYPH JaHUX.

0co06JIMBOCTi AUCHUIJIIHY, METOJAHM Ta TEXHOJIOTiI HaBYaHHA

B xo/i BUKJIaJaHHA JUCLUIIIIHA BUKJIaJadyeM 3aCTOCOBYIOThCA MOSCHIOBAJIbHO-1JIFOCTPaTUBHUN
(indopmanifiHo-peLlenTUBHUI) Ta PENPOAYKTUBHHUM MeTOAM HaBYaHH. B IKOCTi MeTo/1iB BUKJIaJaHHS,
sIKi HampaBJ/leHi Ha aKTUBIi3allilo Ta CTUMYJ/IIOBaHHS HaBYaJ/IbHO-Mi3HABa/IbHOI JlisIIbHOCTI 3/100yBayiB,
3aCTOCOBYIOThCS pe3eHTallii, 6ecify, iHAUBIAyaabHI rpyNoOBi MPOEKTH, MaliCTep-KJIaCH.

IIporpama HaB4YaJIbHOI AUCHUILIIHA

TeMM JIeKIiHHUX 3aHATH

Cisco Networking Academy:
Tema 1. Ki6ep6e3neka - cBiT ¢paxiBIIiB i 3JIOYHHIIIB.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu kibep6esneku «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




CeiT kibepbe3sneku. KibepasiounHIi npoTH daxiBiiiB 3 Kibepbe3neku. 3araabHi 3arposu.
Po3mnoBcro/1keHHS 3arpo3 KibepoeanekH. [1iAroToBKa 6i/bIn0i KiJIbKOCTI creliaicTiB.

Cisco Networking Academy:

Tema 2. Ky6 kibep6e3mneku.

Tpiaga KII/J (CIA). Ctanu nanux. KoHTp3axoau Kibep6e3sneku. CTpyKTypa ynpasJiiHHs IT-6e3nekoro.
Cisco Networking Academy:

Tema 3. Kibep6e3neka - 3arpo3u, Bpa3/JIMBOCTi Ta aTak.

[IkifrBe mporpaMHe 3abe3MevYeHHs Ta 3JI0BMUCHUHN Ko/, [llaxpalicTBo. ATaku.

Cisco Networking Academy:

Tema 4. MUCTELITBO 3aXMCTy TAEMHHIb.

KpunTorpadis. KouTposb goctymny. [IpuxoByBaHHS JaHUX.

Cisco Networking Academy:

Tema 5. MuctenTBO 3a6e31e4eHHs iJIiCHOCTI JaHUX.

Tunu 3aco6iB KOHTPOJIIO HijicHOCTi JaHux. [{ludposi mignucu. CeprudikaTu. 3a6e3neyeHH I[iJIiCHOCTI
6a3 JJaHUX.

Cisco Networking Academy:

TeMma 6. Konnenuis m’saTu geB’aToOK.

Bucoka AoCTynHiCcTh. 3ax04u AJs MOJiNIIEeHHS JOCTYNHOCTI. Peak1jisa Ha iHIueHT. ABapiiiHe
BiJHOBJIEHHS.

Cisco Networking Academy:

Tema 7. 3axUCT joOMeHY Kibepbe3neKu.

3axUCT cUCcTeM Ta IPUCTPOIB. YKpiNJieHHs 3aXUCTy cepBepiB. YKpinieHHs 3axucTy Mepexi. PisnyHa
6e3mneka.

Cisco Networking Academy:

Tema 8. flk cTaTu cnenianicToM 3 Kibepbe3neku.

JloMeHH kibepbe3neku. Po3yMiHHs eTHKH Po60TH y KibepbOe3mnewni. HacTynHuit Kpok.

TeMmu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHHUILIIHU He nepei6aveHi.

Temu 1a60paTOPHUX POGIT

Cisco Networking Academy:

Tema 1. AyrenTudikalis, aBTopu3alis Ta obJIiK.
Cisco Networking Academy:

Tema 2. BcTaHOBUTH BipTyasibHYy MaIIMHY HA IEPCOHAJIBHUN KOMIT'IOTEP.
Cisco Networking Academy:

Tema 3. BusiBjieHHs 3arpo3 i Bpa3J/iIuBOCTEM.
Cisco Networking Academy:

Tema 4. BukopuctaHHs creraHorpadil.

Cisco Networking Academy:

Tema 5. 3s1am napouJis.

Cisco Networking Academy:

Tema 6. BukopuctaHHs [UPPOBUX MiANHUCIB.
Cisco Networking Academy:

Tema 7. BigaseHui focTym.

Cisco Networking Academy:

Tema 8. 3axuct Linux cucrem.

CamocriiiHa po60oTa

CamocrTiliHa po6oTa CTy/leHTa € 0JHi€l0 3 popM opraHizaliii HaBYaHHs, OCHOBHO0 $OPMOI0 OBOJIOAIHHA
HaB4YaJIbHUM MaTepiajioM y BiIbHUH Bijj ayIMTOPHUX HaBYaJbHUX 3aHATH 4ac. [liZf 4ac camocTiiHOI
pO6OTH CTYIeHTH BUBYAIOTh JIEKI[IHHUI MaTepiaJsi, TOTYIOThCS /10 JTa60pPaTOPHUX POOIT, KOHTPOJbHHUX
po6iT Ta icnuTty.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu kibep6esneku «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHOBHa JiiTepaTypa

1. €Bceen C.I1, Octanos C.E., Koposb O.I'. Kibep6e3mneka: cydyacHi TexHoJiorii 3axucTty. HaBuanbHuUM
MOCiIOHMK JJIS1 CTYZIeHTiB BUIIIUX HaBYaJIbHUX 3akaa/iB. JIbBiB: “HoBui#t CeiT- 2000”, 2019. - 678.

2. P. B. I'pumyk, Ta 0. I'. lanuk. OcHOBM KibepHeTU4HOI 6e3neku: MoHorpadis /; 3a 3ar. pen,. 10. T.
Jannuka. XKutomup: 2KHAEY, 2016.

3. 1. C. IBanueHko, B. O. Xopoiuko, 0. E.XoxnauoBa, Ta /I. B. YupkoB nif 3ar. pea. npod. B. O. Xopoika,
“3abesneveHHs iHpopMarniriHoi 6e3neku gepxkaBu”, K: [1BI1 “3agpyra”, 2013.

4. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.

5. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.

6. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p.

JlogaTkKoBa JiiTepaTypa

1. bBapaHoB A.A., [HTepHeT peuei: TEOPETUKO-METO/0/10TI4HI OCHOBU IPaBOBOr0 peryJjrBaHHsA. Tom I.
Cdepu 3acTocyBaHHS, pU3UKH i 6ap'epH, npob6seMu mpaBoBoro peryawBaHHs, ISBN: 978-966-937-513-1,
2018, 344c.

2. loktpuHa iHpopmaniliHoi 6e3neky YKpainy, 3aTBepkeHo Yka3oM [IpesueHTa YkpaiHu Bij 25
qawotoro 2017 poxky Ne 47/2017. [EnektpoHHU pecypc]. locTynHo:
http://zakon3.rada.gov.ua/laws/show/47/2017 /paran2#n2.

3. Ctpareris kibepb6e3neku Ykpainu” (BeegeHo B aito Ykazom [Ipe3uaenTa Ykpainu Big 15 6epe3ns 2016
poky N296/2016).

4.1SO/IEC 15408-1:2022 Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security - Part 1: Introduction and general model. URL:
https://www.iso.org/search.html?q=15408-1.

5.1SO/IEC 15408-2:2022 Information security, cybersecurity and privacy protection - Evaluation criteria
for IT security — Part 2: Security functional components. URL:
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all en&p=0.

6.1SO/IEC 15408-3:2022 Information security, cybersecurity and privacy protection - Evaluation criteria
for IT security — Part 3: Security assurance components. URL:
https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all en&p=0.

7.1SO/IEC 31010:2019 Risk management . URL:
https://www.iso.org/ru/contents/data/standard/07/21/72140.html

8.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information
security management systems — Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html Pu3nuk-MeHePKMEHT

9.1SO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

10.ISO/IEC 27003:2017 Information technology — Security techniques — Information security
management systems — Guidance URL:
https://www.iso.org/ru/contents/data/standard/06/34/63417.html

11.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection — Guidance on
managing information security risks. URL:
https://www.iso.org/ru/contents/data/standard/08/05/80585.html

12.1SO/IEC 27032:2023 Cybersecurity — Guidelines for Internet security. URL:
https://www.iso.org/ru/contents/data/standard/07/60/76070.html.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET
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Cucrema OLiHIOBAaHHA

KpuTepii onjiHIOBaHHA YCHILIHOCTI CTyAeHTa

Ta po3NnoAii 6asiiB

[ToTOoYyHeE OLIiHIOBAHHS:

ejlabopaTopHi po6oTu: 70% ceMecTpoBOI OLiHKY;
ecaMocCTiliHa po6oTa: 10% ceMecTpoBOi OLIHKH;
*KOHTpOJIbHA po6oTa: 20% ceMeCcTpPOBOi OLiHKY;
[TigcymMKoBa OLliHKa 3 AUCLUUIIJIIHY - iCIIUT,
PO3PaXOBYETHCS SIK CepeliHs 3 KiJIbKOX CKJIa/I0BUX,
1110 BPaxOBYE OLIiIHKH KOXKHOT'0 BHU/1Y KOHTPOJIIO.

3a "[10JIOXKEHHA ITPO KPUTEPII TA CHCTEMY
OLIHIOBAHH{ 3HAHb TA BMIHb I [TPO PEUTHUHT
3/106YBAYIB BUILOI OCBITH"
(https://blogs.kpi.kharkov.ua/v2/nv/wp-
content/uploads/sites/43/2024/01/Polozhennya-
pro-kryteriyi-otsinyuvannya-znan-ta-vmin-i-pro-

rejtyng-zdobuvachiv.pdf), skio 3g06yBay npoTsirom

ceMecCTpy CKJIaB yCi TeMY, TO MiICYMKOBA OLjiHKa
MOXKe OYTH BUCTaBJIeHA 0 MOYATKY Cecil, K
pe3yJibTaT HAaKONMYeHH OIiHOK, ab0 3106yBay 3a
CBOIM G)KaHHSAM MOJKE MiABUIIUTH 1[0 OI[iHKY Ha
eK3aMeHi.

IIIxaJ1a oLiHIOBaHHSI

Cyma HanionanbHa oLiHKa ECTS

baJsiiB

90-100 BigmiHHO A

82-89 Jo6pe B

75-81 Jo6pe C

64-74 3a/10BiJIbHO D

60-63 3a0BiJIbHO E

35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )

1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopmMu akaaeMiyHOI eTHKHM i IOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpUMyBaTHca «KoeKcy eTHKHM akaZleMiYHUX B3aEMOBIJJHOCHH Ta J0OPOYECHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYINBICTD, YECHICTB, BiANIOBIAABHICTb.
KonuikTHi cuTyalil noBUHHI BiZKpUTO 06GroBOPIOBATHUCS B HaBYaJbHUX I'PyIax 3 BUK/IaJa4yeM, a IpU
HEMOXKJIUBOCTI BUpillleHHS KOHPJIIKTY — JOBOJUTUCA 10 BiloMa CiBPOOITHUKIB UPEKLIl iIHCTUTYTY.
HopMaTuBHO-IIpaBoOBe 3a6e3neyeHHs BIPOBaAKEHHSI IPUHIIUIIIB akaAeMiuHoi fjobpodyecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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