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FORMAL DESCRIPTION OF CONCEPT

— threats of the internal contour, taking into account the hybridity and
synergy of threats for the 1st platform — social networks:

MicroCAD-2024

W SS ISL SS ISL C SS ISL 1
hybrid C:LA’A”:Afsyne”glplatform SYNeErg platform SYNerg platform
W SS ISL A W SS ISL Au W SS ISL Inv

ﬂ Synerglplatform ﬂ Synerglplatform ﬂ Synerglpla’tform

— threats of the internal contour, taking into account the hybridity and
synergy of threats for the 2nd platform — cyberspace:
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hybrid Cvl’A’A”aAfSynergZplatform SYRErE oplatform SYRErg oplatform
W CS ISL A W CS ISL Au W CS ISL Inv
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— threats of the internal contour, taking into account the hybridity and synergy

of threats for the 3rd platform — cyber-physical systems:
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N FORMAL DESCRIPTION OF CONCEPT MicroCAD-2024
General assessment of threats of the internal contour, taking into
account the technologies of the socio-cyber-physical system

W CPSS _ W SS ISL CS ISL CPS ISL
ISL = " Thybrid C,7, 4, Au, Af synergipiattom hybrid C,1, 4, Au, Af synergppjattom hybrid C,1, 4, Au, Af synerQpjattom

General assessment of threats of the internal contour, taking into account the form of
ownership of the elements and technologies of the socio-cyber-physical system

W CPSS W CPSS W CPSS W CPSS
ISI—general ISI—private. U ISl—state U ISI—corporativ !

General assessment of threats of the internal contour, taking into account the technologies of
the socio-cyber-physical system

W CPSS W SS ESL
ESL " hybrid C, 1,4, Au, Af synerg; pjattorm

CS ESL W CPS ESL
hybrid C,I,A,AuaAfSJ’”ergZplatform hybrid C’]’A’A“'Afsyne’”gSplatform

General assessment of threats of the internal contour, taking into account the form of
ownership of the elements and technologies of the socio-cyber-physical system

CPSS  __ \pJCPSS CPSS CPSS
Wt =Weg, UW U WESLC

general private. ESLstate orporativ
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generalized assessment of a multicontour security system, we use the formula

CPSS
Wf

inal

CPSS
=W

ISI—general

UW CPSS

ESI—general

general (current) level of socio-cyber-physical systems security based on
wireless mobile technologies is described by the expression:
— for additive convolution

3 12
Sggjs“sw LlSLZ_;;(lA, )+ LESLJZ_; |_1( )
— for multiplicative convolution
i 3 12 ] 3 1 -
LWsScFIﬁiy =1-11- L'SLZ;Z;(I% X’B'J) 1- LESLzl_le(IAij Xﬁu)
j=1 i= j=1 i=

pi — a metric of the ratio of time and information
confidentiality degree for an asset (critical — 1,0; high — 0,75;
medium — 0,5; low — 0,25; very low —0,01)
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. BLOCK DIAGRAM OF THE & ASSESSMENT METHOD BASED ON
THE LOTKA-VOLTERRA “PREDATOR-PREY” MODEL”
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DEVELOPMENT OF SEC SYSTEMS BASED ON LOTKA-VOLTERRA

Mopoenb 6e3nekn CPS, Wwo po3BMBa€ETLCS, 3 ypaxyBaHHSAM 0B64YMCNOBAIbHUX MOXITMBOCTEMN |
CNPsIMOBAHOCTI LiNboBUX KibepaTak
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DEVELOPMENT OF SEC

SYSTEMS BASED ON LOTKA-VOLTERRA

Mopgenb 6e3nekn CPS Ha oCHOBI Mogerni “Xuxkak-xepTea” 3 ypaxyBaHHSM MOXIUBOCTI
rpynyBaHHSA 3rI0BMUCHUKIB/KIDeprpyn 3 METO QOCArHEHHS Linen kibepataku
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- THE POSSIBILITIES ANTUM COMPUTING

Comparative analysis of factorization complexity for

classical and quantum algorithms
Module The num- The com- The com-
size N, ber of re- plexity of plexity of
bit quired the quantum | the classical
qubits 2# algorithm algorithm
43’
512 1024 0.54-10° 1.6-10%°
3072 6144 12-101° 5-10%
15360 30720 1.5-1013 9.2-10%°

MicroCAD-2024

The complexity of implementing the Shore method of
discrete logarithm of a group of EC points

Algorithm for calculating the discrete logarithmic

equation
The size off Number of re- Complexi- Complexi-
: : ty of the
the order off  quired qubits nantum ty of the
the base | fin)=7n+4logn+1 quan! classical
point, bits 0 algorithm algorithm
’ 360n°
163 1210 1.6x10° | 3.4x10*
256 1834 6x10° 3.4x10°8
571 4016 6.7x101% | 8.8x10%
1024 7218 3.8 101! | 1.3x10%*




B —_')F CRYPTIC CODE STRUCTURES MicroCAD-2024
CRYPTO CODES SYSTEMS

] I
| |
Advantages:
- SYI\ﬁ\METRIC high speed encryption ASYMME'II'RICC A
- (comparable with BC) . )
Disadvantages: 4 integrated security mechanism Disadvantages: - . 10 ~13
implementation complexity (2%) A+C o complexny_/ of |mplementat|on 27 -27)
disadvantages BC 4 oroof stability model e prone |to Sidelnikov’s attalck
l Scheme for Niederreite scheme Scheme McEliece
Scheme Rao Nama generalizations on BCH codes, Goppa on Goppa codes
on Goppa codes 1986-89 p. codes PC 1986 p. 1978 p.
| 1995-2002 p. i
Schemes are given through Scheme on BCH codes, PC, generalized
Goppa codes 1989 — 95 p. Advantages: |
e resistance to Sidelnikov's attack Schemes on AGC, curtain
Scheme for abbreviated e increase cryptostability codes 2002 — 2006 p.
codes Goppal995 — 98 p. e reduction of key data [
- ¢ integrated security mechanism Schemes on
— linearity of code A+C+1 modified AGC, elliptical curves
transformations _ proof stability model 2007 p. ]
. . I
(1) —integrity Scheme Niederreite codes PC | )
(C) — confidentiality 2010-2012 pp _
(A — authenticity . ' Disadvantages:
Schemes McEliece and complexity of implementation (2'° — 2'%)
Niederreite EC prone to Sidelnikov’s attack
2014-2015 pp. there is no universal decoding algorithm
I |
MCCS McEliece and HCCS McEliece and CCS — crypto-code systems
Niederreite MEC Niederreite MEC ACCS — asymmetric CCS
2015-2016 Pp- Advantages: 2016-2018 pp- SCCS — Symmetl’ic CCS
realization MCCS GF(2° — 2%), HCCS GF(2" - 2°) MCCS — modified
resistance to Sidelnikov's attack crypto-code structures
provides guaranteed stability HCCS — hybrid CCS




N SIDELNIKOV'S ATTAC CRYPTO-CODE STRUCTURES

Statement.
Any linear code K with parameters [n,k,d]r , d<n/2 has a decoding
algorithm within its code distance whose complexity is at most

o{min{ v 33 e[ 45

r* - number of elements in the code;
O(nr") - the number of operations required to iterate over all elements of the code;

(fj‘)(r —1)j - number elements in a ball of radius t;

M-

Il
o

J

t
(nz(;(j)j - the number of operations required
j=

to enumerate all elements of the ball in order to find the code vector
MicroCAD-2024



B®\/ -_E| ICE CRYPTO-CODE

Formation of
key data

]

Protocol

A

Secret key aq, ..., a,

N

Session key e

e
N

Private key G, X, P, D

S Z

Public key
Gy=XxGx PxD

J

x1 pl pt

2

i Cx*:iXGx+e

Encryption

¢ =cyx xD'+pP?
c =i xG+e
i=ixX?

Decryption

= — =

Closed information (a codogram)

Cy =

vector e is the secret weight error vector <t

-G + e,

MicroCAD-2024

secret (closed) key —
matrices X, P, and D.

X —non-degenerate kxk
matrix over GF(q),

P — permutational nxn
matrix over GF(q),

D —diagonal nxn matrix
over GF(q),

GEC— generating kxn
matrix of elliptical code
over GF(q),

public key — matrix

GEC =X XGECxPxD

An elliptic curve (EC) in the affine space A?
over field GF(q) is a smooth curve given by
equation y>+a,xy+a,y=x3+a,x>+a,X+a,

or in P? given by homogeneous equation

y2z+a, Xyz+asyz?=x3+a,x’z+a,xz+ayz’,
a;,e GF(q), the genus of the curve g=1.



0 NIEDERREITTER'S CRY| ON THE EC MicroCAD-2024

A Secretkeya, .. | B secret (closed) key —
T matrices X, P, and D.
Session key [V X — non-degenerate kxk
— - ] matrix over GF(q),
Formation of Private key H, X, P, D P — permutational nxn
key data (EC) Public key L - % - r[r;atrg_( over GF(q),
H. =X xGx PxD Xt PLD —_|agonal nxn
JT | matrix over GF(q),
‘ s corent |0 HEC— check n>(n—k)
Sz e x HyT s ¢ o Dix matrix of an algebra-
S Cz=itxG+e geometric block (n, k, d)
@ e=e xPxD code
: o ot o e 5 , ,
' /| positional and binomial Convert error vector —_} public key — matrix
vectors : |
A=A x(q-1)" +A, o plamte_Xt Q HEC = X x HE¢ x P x D,
Encryption Decryption

Closed information (a codogram) vector 1V, (sets of fixed positional

S, = e- (H)I?"C)T sets of clear text {M:}).



— MODIFIED CRYPTO-COD ON THE MEC  MicroCAD-2024
| | | |
A Secret key ay, ..., a, B A Secret key ay, ..., a, B
= =
Session key |V4|, [V, Session key |V4|, V2, |V3
= - = -
Formation of Private key H, X, P, D Formation of Private key H, X, P, D
key data L 4 key data L 4
Public k 1 ml el Public k 1 Al el
(MEQ HX=X><C§><G¥’XD X5 PLD (MEQ HX=X><(§><EB£’XD X5 PLD
‘ ‘ V4 |V<|} I ‘ ‘ \%1 |V<|} I
J i 1 1] 2 T ] J a 1 1 2 T ]
Sczex | Sc | ook e Sczexth | S| o 20T i
Protocol e c=ixG+e Protocol e c=ixG+e
V4, V2 e=e xPxD V4, V2 e=e xPxD
[[ Splitting of non-binary @ [[ Splitting of non-binary @
i ) equilibrium vector on N i ) equilibrium vector on N
positional and binomial Convert error vector | positional and binomial Convert error vector |
— vectors to plaintext %) vectors to plaintext %)
: :éz;?p_tilc),; 2 Decryption as 2?1;(3;;.12); A Decryption
Dependence of software implementation on field power
Cryptosystems 2° 26 27 28 29 210
Mc-Elice on the EC | 10018042 | 18048068 | 32847145 | 47489784 | 63215578 | 82467897
Mc-Eliceonthe | ;1517947 | 17787431 | 28595014 | 44079433 | 61974253 | 79554764
shortened MEC
Mc-Elice on the
I 11156138 | 18561228 | 33210708 | 48297112 | 65171690 | 84051337
extended MEC
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_{Damage CH;}

damage text CFT

—»{ Resulting }

Block diagram of one step of the mechanism of damage

B(M)=B

abo =

logN —

H(M

L

)xL

Ol

rame M — source text; B — language redundancy (B = R—r, R — absolute
entropy of a language (R=logN, N — alphabet power, r — language
entropy per character, r=H(M)/L, L — message length A in symbols of
the language; H(M) —entropy (uncertainty) of the message; L, —

message length A in the symbols of the language with meaning; B ,—
language redundancy.
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CERIFICATION OF THE PROPER

HYBRID CRYPTO-CODE STRUCTURES

3anexHicTb WBUAKOCTI NporpamMHoI peanisaudii Big NOTY>XHOCTi nons

Kpnntocucremu 5 55 GFzgqm) 29 210

CCC Mc-Eliece 8293075 | 10007947 WNgLyLREE 28595014 | 44079433 | 61974253 | 79554764
Ha YKOPOYeHMX MEC

CCC Mc-Eliece 8506422 | 11156138 [mEsseRvZIcE 33210708 | 48297112 | 65171690 | 84051337
Ha NOJOBXEHNX MEC

HCCC Mc-Eliece 5612316 7900315 | 14892945 | 25565274 | 42279183 | 58963778 | 76564173

NOAOBXEHUX MEC

HCCC Mc-Eliece 5942627 7905257 | 14682411 | 25595014 | 42116327 | 58468143 | 75474764

ykopodeHnx MEC

PesynkraTty gocnipkeHHs ctatuctudHol 6e3nekn (NIST STS 822)

KinbKicTb TecTiB, B KinbkicTb TeCTIB, B IKUX Kinbii .
SKUX TECTYBaAHHSA TEeCTYBaHHS NPOMLLINK MBKICTL TECTIB, B 5IKNX
KpunTocucremy nponwnu Binbwe 99% Binbwe 96% Tecgg;”:g Cmeog;g'g%%”me
nocnigoBHoCTEN nocnigoBHocCTEN 0 A
CCC Mc-Eliece 149 (78,83%) 189 (100%) 0 (0%)
CCC Mc-Eliece
Ha ykopoyeHux MEC 151 (79,89%) 189 (100%) 0 (0%)
CCC Mc-Eliece
Ha nonoBxeHnx MEC 152 (80,42%) 189 (100%) 0 (0%)
HCCC Mc-Eliece
Ha nonoBxeHnx MEC 153 (80,95%) 189 (100%) 0 (0%)
HCCC Mc-Eliece 155 (82 %) 189 (100%) 0 (0%)

Ha ykopoyeHux MEC

2[37]<
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Secretkey ay, ..., a, ]

N
Internal safety loop Session key

||V1|, e
N

Private key G, X, P, D

N i nye
Public key 1 pl 1

Gx=XxGx PxD X5PLD

IS threats i L |
‘J*\ ¢ =cx xD'+pP?!

r‘/ Cx*:iXGx'l'e Cx CzZixG+e J\

"l/ i=ixX?

Rl Formation of
----- : key data
. A y

Targeted
Cyber
Threats

Protocol
Encryption Decryption
McEliece crypto-code construction on the EC
: | [
Secret key ay, ..., a, [B]
| N~
‘ Session key |V4] ‘ L
[ SN ~
Special Cyber Formation of j_LPrlvate key H, X, P, DJ—li
Szg‘é'e‘;is threats key data (EC) Public key ¥t pt pt
Hy=XxGx PxD ]

iL N sx=ox i{i :
S

SX: e X HXT " C\ - cx* « D—l x P—l

&
server g (a) Control system

Policy server Protocol ﬁ TV C =l xGre

Server for Real-Time e=e xPxD
communication Splitting of non-
External safety loop binary equilibrium {}
vector on_positional Convert error vector Tj
and binomial vectors to plaintext
A=Ax(a-D"+A, i

—T '

https://www.calltools.ua T Encyption || Decryption

Niederreiter crypto-code construction on EC
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Comparative characteristics of wireless
and mobile Internet technologies

The degree of information

Provision of security services
secrecy (B;)

Technology
C I A|lA | B |10]075] 05 (025|001
LTE (4G), LTE (5G) T I R QT — _ _ _
IEEE 802.11 ac (Wi-Fi 5) S I L L — _ _ _
IEEE 802.11ax, Wi-Fi 6+KNX S+ |+ |+ | | | - — — + +
IEEE 802.16+KNX —+ | [+ | + |+ | S+ | - — — + +
IEEE 802.16m (WIMAX2) —+ |+ | + |+ | | - ~ _ + +
IEEE 802.15.1 Bluetooth 5+KNX —+ |+ |+ || | - _ _ + +
IEEE 802.15.4+KNX —+ |+ | + |+ | -+ | - _ _ + +
Mobile technologies+ CCC EC(MEC) + + + + + + + + + +

Mobile technologies+ HCCC EC(MEC) + + + + + + + - + -

Mobile technologies+ CCC na LDPC + + + + + — — + + +
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8 Data from

geological a Geodetic data, GPS
i i data i i
orecon | Information Protection System
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server Mobile b

application [gm[ Proxy-server

server i A _

subsystem of centralized )

WAN or Ethernet _ monitoring of events and

investigation of IS incidents
SIEM

Control
server

Digitization group (Map3D,
MapinfoProfesional,
AutoCAD)

Email server WEB-server

' security control and
vulnerability detection

L applications
Real-time - subsystem for IT
comr:;c:;anon infrastructure and

applications

BigData Center

Sociocyberphysical system
management system

centralized software update
management subsystem

Encoder
—> (Niederreiter CCC)

oLt E

Secret keys of CCC

security monitoring and
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subsystem for IT
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applications
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FORECASTING MODEL FOR
ASSESSING SOCIAL IMPACT IN
REGIONAL COMMUNITIES

| Governor of the region |, Law enforcement
State Council Deputies [« > agencies
AAl o AA1 > AAl
I W A A A A 4 A A A A K 4 K
A, A4 \ 4
Media companies Enterprises, companies
(Media, internet, television, ¢ | (industrial) < Influencers
radio) MM, 1 IL;
Level 44,
] I ) I I P P S Y ¥
Yv I | v [ ] v I_ 1 LaWt‘IIIUI(_,b‘IIwn[ |
Council members l«l»/ Mayorofthecity ||| agencies
regional level PEN el
AAZ AAZ AAZ
A A A A A A
A A4 4 A4 \ 4 A,
Media companies Enterprises, companies
(Media, internet, television, ¢ { (industrial) <«p Influencers
radio) MM, IL, IL,
| 7 S| I | N I I |
v v v | v v 1
Council members BN Mayor of the regional B Law enforcement
district level center agencies
Ady (> Ads (>
A A A A
Influencers
v A4 . - n " " IL
Media companies Enterprises, companies (industrial, L 3
(Media, internet, television, ¢ | agricultural) 4
radio) MM; IL; Level A4
= A & | T 8
v | I [ vv V¥
 ldgls chairman of local Law enforcement agencies
local government deputies ||, government PN
AAy AAy AAs
A A A A
v v 7
) ) Enterprises, companies
Media companies (agricultural) Influencers
(Internet) MM, Ly IL, Level 44,
A I I I I A A
I I S5 888 v
. Regional society Political parties
Cyber intruders ”I_E ) ‘ 17-30 years _ .
P11 s
31-60 years -
3 SSZ PPZ
Attackers  ILy-IL, 61-75 yearsSS _
T . 3
administrative (formal) —
communication 76-90 years s _ Pp
_ - informal | s Y pp
communication

PP ={PP1, PP2, ..., PPn} — MHOXHHA
MOJITUYHUX CHIT (TTapTii, OJIOKIB;
IL={IL1, IL2, ..., ILI} — MmHOXUHa
HeopMalIbHUX JI1IEPIB PET1OHATBHOT
IrpOMau,;

MM={MI1, M2, ..., Mm} — MHOXXHHa
eneMeHTiB Megia (media), 1o Skux
HaJeXaTh: 3aCO0M MacoBOi 1H(pOpMAaIlii;
SS={SS1, SS2, SS3, SS4} — perionanapHa
rpomajia (coriyM), IpeicTaBiIcHa
0€3J1144I0 CBOIX BIKOBUX I'PYIL.
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CHUHEPIETUYHUIA KJIIACU®IKATOP KIBEP3ATPO3

Pisens
KPUTHYIHOCTI
3arpo3u

CkJagoBa
0e3neKu

[Hocayru
Oe3meKu

Meroau cou.
imKeHepii

Iocnyru
Oe3mneKu

BIIINB 3arPO31 Obunactb oG'ekta || PiBeHb Xapaktep
(BHyTpimIHS\ _ KPUTHYHOI indpactpykTypi CIIPAMOBAHOCTI
30BHIILIHA) inQpactpykTypn ISO/OSI
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L Jr 1

MOJI€/b OLIHKU CXHJIBHOCTI JIO COIIAIEHOrO
BIUIUBY €JIEMEHTIB JIPKABHUX IHCTUTYTIB

O] { JolvIoX-<Jofe Rayad
Couiomardopma &
- 2 I/* ¥

IMP = AAU IL UMM UPP, CTBOPEHHS 0arato KOHTYPHO1

Texuonorii WAN ) !) . .
Mnarpopma B O ATVl STVl cUCTeMH Oe3neku iHpopMalii y
KibeprpocTopy e aIUTHBHA MYJIbTHILTIKATHBHA . . .
£)Bluetooth | IEEE802.1 16 | 3ropTKa 3ropTKa ComlaJJbHUX IHTCPHCT CCPBICAX Ta

[Mnardopma @@ %ee (<)

kiGepedren "~ COI10K10€p(hI3UNIHUX CUCTEM B

IJIOMY, B OCHOBY SIKOT ITOKJIAICHO

4 4
@=2p o =1-3 (1= p;)
1 1

CyMapHa IHTEHCUBHICTb BILIUBY
Ha BiKOBI1 I'pynu

Couiokibepdiznyna cucrema

MyJIbTHILTiKaTHBHA BaHpOHOHOBaHl KOHICIII1HO
_ Maremaridna MOIENb BIUIHBY alNTUBHA 3rOpTKa 3ropTKa
peTiOHAIbHOTO COLiyMy Ha (opMyBaHHS Kl Kl T
0T oty i o IS | A o0y10BM OaraTOKOHTYPHO1
Ty e T = & Oe3neKu, yJI0CKOHaJICHU N
: : . YHIBEpCAJIbHUIN KJ1acU(PIKaTOP

T4 o Thka CyMapHa iHTeHCHBHICT, 110 HOPMY€ peHTHHT

Teas v T nofruHof ciui 3arpos,
PR=/ .. MYJIbTUILTIKaTUBHA

T e aJIUTHBHA 3rOpTKa 3ropTKa

p P k+l+m k+l+m

k+1+11 k+1+1,4 gj — le L2 9]_ =1— H (1_7[” )
1= 1=
Ti+l+ma Tic+l+m,4
COLTAJIBHO-TIOJIITUYHN I, EKOHOMIYHWI BITJINB
E & F F 3 E ¥ F F IS
3 ypaxyBaHsIM
oGamCTiOR T 3 ypaxysamav voxcso || 2 YPAXYBIHEAM MORTMBOCT
MOXJIHBOCTEH Ta KOHKYPEHILIT 3/IOBMUCHHKIB KI%IW;H 3 MCTOIO OCSTHCHHSI
CHPAMOBAHOCTI HiJIOBUX oo "xepru’” P pyulien <6 agam
KibepaTak (mooev 2) B P (Modens 3)
(MoOdens 1)

3 YpaxyBaHHIM B3a€MO3B 'S3KIB MK
"BUIaM¥ JKepTB'' Ta "BHIAMH XIDKAKiB"
niei Kibeparaku
(mooenv 4)

MoJen "XuKak-xKepTBa'




[> Encryption information
M Public key
information [> G —XxGx PxD
N~ N . ~ |
. LDPC,
UMAC Cx:MiXGX "+e
UHASH-hash L — — !
Yu=Hashy;(Ki1,M) Kig .
< Public key
POLY-hash LDPCi i LDPC; i i
Yo=Hash »(Ki2,Y11) <: Kiz <] GX =XxG xPxD
.
Carter-Wegman-hash
Y s=Hash3(Kis1,Kisz, Yi2) Kis . “
S .
v=y @ Tag Tag | COI’]C&ten&EIOﬂ
L3 ‘ G =VYlg
MAC | Cx 5
| ObecrieueHne yCIyr KOH(QUICHINATLHOCTH 1 TIETOCTHOCTH
TEETT TETETE 20
1Ko T
OTKPBITBIN TEKCT —J ymep6 CH D |
M >
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<t It It
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KKK Iepenaya BEKTOPOB KKK
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METOJU 3a0€3MeUCHHS
KOH(1ICHIIIMHOCTI, IIJIICHOCTI Ta
ABTEHTUYHOCTI 1H(POopMaIliiHUX
peCypcCiB Ha KPUIITO-KOJIOBUX
KoHCTpyKIiax Mak-Enica na LDPC-
KOJIaX, METO]T TPOTHO3yBaHHS OLIIHKU
COI[1aJILHOTO BILJIUBY B PET10HATIBHUX
CITIJIBHOTAX, METO/ OIIHFOBAHHS
1H(popMaIiiHuX pecypciB 3
ypaxyBaHHSIM KOMILIEKCHOTO
MOKa3HUKa €(DEKTUBHOCTI IHBECTHIIIN B
CUCTEMU 3aXUCTY 1HHOPMALTHHUX
pPECYpPCIB Yy COILIAJIbHUX IHTEPHET
cepBicax
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