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CYBER SECURITY IN DEFENSE

Liliia Baryshnikova
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Olga Chernyshenko

We live in the world full of technology. Critical infrastructure, medical data
systems, government data systems, bank databases and apps, and small and big
entertainment are all dependent on it. It could be a big disaster if something goes wrong
with an important part of our lives. For example, when mobile network Kyivstar was
under cyber attack customers have been left without phone or internet access in
Ukraine, 2023 or when in 2017 online services of Estonian banks, media outlets, and
government bodies were taken down by unprecedented levels of internet. Traffic
massive waves of spam were sent by botnets and huge amounts of automated online
requests swamped the servers. The result for Estonians citizens was that cash machines
and online banking services were sporadically out of action; government employees
were unable to communicate with each other on email; and newspapers and
broadcasters suddenly found they couldn't deliver the news.

Technology is always vulnerable, and our daily lives are dependent on it in many
ways. Consequently, it is crucial to know how to protect the sphere. It is the main
reason why we need cybersecurity.

The definition of cybersecurity is the protection of computer systems and networks
from attacks by malicious actors that may result in unauthorized information disclosure,
theft or damage to hardware, software or data, as well as from the disruption or
misdirection of the services they provide.

One of the essential aspects of cyber security is awareness. Technology is always
improving, and with every new invention comes new vulnerabilities, new ways to hack
it, and new ways to protect it. This is why cyber security specialists are studying a lot. If
you want to secure something you need to know how a system works and what threats
already exist. A great example of how important to be aware of new technology is using
Al in cyber security. So many systems started to use artificial intelligence both for
detecting malicious programs, monitoring logs for keeping your system safe and for
scam shame. The Al can make a cast of your voice through voice messages and after
that people can use it even in calls. It was how voice recognition in banks became
vulnerable. Like the average person, we can scan our computer system with reliable
antivirus, update our computer to the latest version of the operating system, don’t
download apps and documents from suspicious sites, never open links in emails or



messages; on account of it could be possible phishing or at least we must check it
before.

Special attention should be paid to the topic of passwords. It is important not to use
default passwords for devices, as these passwords are public on the internet, and if you
use them, your device could be hacked. You must have a long password containing
numbers, letters and even special characters. Don’t keep your password where everyone
can see it, don’t use the same password everywhere, and try to update it at least once in
three months. Hackers often use social engineering thus you need demand to know the
most common schemes.

Typically, they try to manipulate the victim by exploiting trust, authority,
intimidation, greed, familiarity or liking, consensus, social proof, or scarcity. Remember
that even if you have the most secure system you can be the easiest part in the chain to
break through.

We think if everyone uses these countermeasures in private life, then it will be
easier to remember about cyber security at work when we deal with technology.

Thus, cybersecurity plays a key role in protecting our digital lives from malicious
attacks. Understanding threats and taking proactive measures, such as using strong
passwords, updating software, and security to social engineering tactics, are
fundamental to both individual and organizational security. By developing these
practices in our daily lives, we can also ensure safer digital environment at work and in
the society.

REFERENCES
1. https://www.bbc.com/news/39655415
2. https://www.bbc.com/news/world-europe-67691222
3. https://www.coursera.org/learn/ethical-hacking-essentials-ehe/

ARTIFICIAL NEURAL NETWORKS

Tetiana Borozdina
National Technical University “Kharkiv Polytechnical Institute”

Language Adviser — Viktoriia Vrakina

A neural network (also called an artificial neural network or ANN) is an adaptive
system that learns by using interconnected nodes or neurons in a layered structure that
resembles a human brain. The neural network behavior is defined by the way its
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individual elements are connected and by the strength, or weights, of those connections.
These weights are automatically adjusted during training according to a specified
learning rule until the artificial neural network performs the desired task correctly.

A neural network can learn from data, so it can be trained to recognize patterns,
classify data, and forecast future events. A neural network breaks down the input into
layers of abstraction. It can be trained using many examples to recognize patterns in
speech or images just as the human brain does.

As already mentioned, each node connects to another and has an associated weight
and threshold. If the output of any individual node is above the specified threshold
value, that node is activated, sending data to the next layer of the netwok. Otherwise, no
data is passed along to the next layer of the network.

Convolutional neural networks are distinguished from other neural networks by
their superior performance with image, speech, or audio signal inputs. They have three
main types of layers, which are convolutional layer, pooling layer and fully-connected
layer.

Convolutional layer, where the majority of computation occurs, is in charge of
input information filtering, pooling layer reduces number of parameters (i.e.
dimensions) of the input and finally fully-connected layer performs classification of
output information received from previous layer.

Generative adversarial networks (GAN), a type of neural network that is used both
in and outside of the artificial intelligence space. As name denotes, it is actually
composed of two other networks: generative and adversarial one. Generative here
means a process of producing a data based on existing pieces. Adversarial stands by a
method of learning by presenting false and truthful information to system
simultaneously, with a further mechanism attempts to discriminate between them.

Accordingly to the subnetwork functions, GAN contains two mechanism: generator
and discriminator.

In summary, these two models have wide range of field applications, where data
analysis and its interpretation play sufficient roles in task performance.



USE OF ROBOTIC SYSTEMS FOR LOGISTICS

Maksym Chaban
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Maryna Tykhonova

Nowadays, logistics is an important part of modern life. Due to globalization, the
whole world is tenanted in the nets of supply chains. Many countries need to buy some
materials and products from other countries because they can’t produce something by
themselves. Not only it is needed on such a big scale, but it is also needed to transport
products within the borders of one country or city or even smaller on the territory of one
storage. And I want to tell you, how robotic systems can help in this.

Usually, this work is done by people, they assemble, store, and account for things
stored in the warehouse. As it was done in the factories, this work is going to be partly
done by robotic systems. Today some big technology companies are using such systems
in their warehouses, one of them is Amazon. They do not just use these robots, they also
create them, this is called AGV, it can be it can be deciphered as an “Automated Guided
Vehicle”. Some types of robots are used for different purposes, here are some of them.

o Self-propelled robotic trolleys. They are used to quickly transport and handle
goods in a warehouse. Such robots are equipped with lifting mechanisms. They can take
goods from warehouse boxes, place them on a pallet, transport the goods to the right
place, and unload them.

e Tow trucks. They move heavy carts with goods around the warehouses.

e Palletizers. They can take goods and put them on pallets.

e Sorting robots. They pack goods. Some models can scan information about
multiple products. They are often used by the e-commerce segment to process goods
individually.

e Drones. In warehouse logistics, they are used for warehouse inventory.

All these types can easily improve the efficiency of the warehouse. The main
advantage is that the warehouse can work permanently. Secondly, the accuracy of the
robotic systems is better than human’s. Then, these systems can optimize the usage of
space. Moreover, when they replace a person from potentially dangerous work, it can
save someone’s life.

This experience of using such systems for logistics in warehouses can be put on the
current situation in our country. In the first steps, they can be not automated, but
controlled by the person distantly. They can be used for situations when it is very
dangerous to transport food and ammunition by land, in such situations can be used
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distantly controlled trucks or big drones, they can also be used to evacuate wounded
soldiers

Today, there are some examples of such systems that are produced for the Armed
Forces of Ukraine. These are systems based on the THeMIS multi-purpose platform,
including the combat “THeMIS Combat” armed with a machine gun module, the
“Combat Engineering” version adapted for mine detection and demining, as well as
unmanned logistics vehicles and their modified “CASEVAC” versions for evacuating
the wounded.

In the end, I want to say that the usage of such robotic systems will improve the
efficiency of logistics and will save a lot of lives of common workers and the soldiers
who are defending our country.

REFERENCES
1. About AGV: https://wareteka.com.ua/uk/blog/prikladi-robotizacii-skladiv-u-sviti-ta-
ukrayini/
2. Advantages of robotic systems: https://zhenhub.com/blog/robotics-in-logistics/#1-
greater-efficiency-and-accuracy
3. Robotic systems that are produced for the Armed Forces of Ukraine:
https://mil.in.ua/uk/news/ukrayina-razom-z-milrem-robotics-rozroblyatyme-

robotyzovani-systemy/

SMART CITIES AND THE INTERNET OF THINGS (I0T) TO IMPROVE
SECURITY

Ievgeniia Cherkashyna

National Technical University "Kharkiv Polytechnic Institute"
Scientific Adviser — Olena Akhiezer

Language Adviser — Larysa Sheina

The Internet of Things, or IoT, is a network of physical devices that can transfer
data to one another without human intervention. These devices include coffee makers,
washing machines, music systems, TVs, wearables, and other electronic devices that
communicate via Machine-to-Machine (M2M) communication.

The IoT works by connecting network-connected devices that exchange data over
the Internet. Simple sensors collect information like temperature, humidity, and
movement, which is then transmitted to a central system for processing. This system



analyzes the data using algorithms and artificial intelligence to make decisions,
automate processes, monitor equipment status, or respond to changes in real time.

Urbanization is increasing globally, presenting challenges for traditional security
systems. Smart cities utilize IoT to enhance security with real-time data and analytics,
creating safer urban spaces. By leveraging technology, cities aim to reduce crime,
improve emergency response, and enhance quality of life, fostering secure and thriving
communities.

There are a few examples of cities around the world which implemented such
technologies to fight problems they’ve encountered. London experienced a surge in
street crime, particularly in busy areas, threatening the safety of residents and visitors
[1]. Traditional surveillance methods fell short, hindering real-time monitoring and
response. To address this, London implemented a comprehensive smart surveillance
system powered by IoT. This system integrates various loT devices like cameras and
sensors to monitor public spaces and detect suspicious activities.

Ensuring public safety is paramount for NYC, where IoT technologies bolster
security measures citywide. The NYPD employs a network of IoT-enabled surveillance
cameras to monitor public areas, transportation hubs, and high-crime zones [2].
Integrated with advanced analytics, these cameras swiftly identify potential threats and
aid emergency response efforts.

Seoul leverages IoT and blockchain to continuously monitor older buildings for
safety, automatically notifying authorities of detected risks [3]. IoT sensors measure
factors like building slope and cracks, with data securely stored and analyzed via
blockchain. This ensures accurate building information, aiding in dispute resolution and
accident investigations, ultimately enhancing safety and preventing accidents in private
buildings.

IoT technologies offer numerous opportunities to enhance security measures in
urban environments, from proactive surveillance and monitoring to rapid emergency
response and community involvement. However, it's essential to address privacy
concerns, ensure data security, and promote transparent governance when deploying and
managing loT solutions for urban security.

REFERENCES
1. Dr Gideon Ogunniye PETRAS research on UK security. 12.2023. 45p.
2. NYC Mayor’s Office of the Chief Technology Officer NYC IoT Progress report.
20.12.2021. 28p.
3. Seoul monitors building safety with IoT and blockchain. URL: https://cities-
today.com/seoul-monitors-building-safety-with-iot-and-blockchain/



EFFECTIVE TIME MANAGEMENT TECHNIQUES

Katerina Chernova
National Technical University "Kharkiv Polytechnic Institute"
Language Adviser — Viktoria Vrakina

Effective time management is crucial for academic success because it allows us to
allocate our resources wisely and focus on what's most important. Did you know that
students who practice good time management techniques are more likely to succeed
academically? They can balance their workload effectively, meet deadlines, and
maintain a healthy study-life balance.

Pareto analysis is a method created by Italian economist Vilfredo Pareto. The idea
is that 20% of actions are responsible for 80% of results. The purpose of Pareto analysis
is to help you prioritize the tasks that most effectively solve problems. How it works:
List some of the problems you are facing. For example, maybe your grades are getting
worse. Identify the root cause of each problem. Perhaps your grades are deteriorating
because you spend too much time on social media or some other type of distraction.
Give each problem a score: give higher scores to more important problems, then group
the problems by cause: for example, caused by spending too much time on social media.
Add up the scores of each group: The group with the highest score is the problem you
should work on first.

The Pomodoro Technique was created by entrepreneur and author Francesco
Cirillo. This technique uses a timer to divide your work into intervals. Each interval is
called a Pomodoro, named after the tomato-shaped timer Cirillo created. How it works:
Select the task you need to complete. Set the timer (for example, for 25 minutes) and
focus on the task. When the timer goes off, check off a piece of paper and take a short
break for three to five minutes. Go for a walk, have a coffee, do something unrelated to
work to give your brain a break. Repeat steps two through five: Once you've done this
process four times, you can start taking longer breaks (20—30 minutes).

The Eisenhower Matrix. Before Dwight Eisenhower became president in 1953, he
served in the US Army as commander of the Allied forces during World War II. Every
day, he faced tough decisions, which prompted him to invent what is now called the
Eisenhower Matrix, or the Urgency and Importance Matrix. How it works: Organize
your to-do list into four separate quadrants, sorting them into important and
unimportant, urgent and non-urgent, as shown in the graphic below. Urgent tasks are
those that we believe need to be completed immediately. Important tasks are those that
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contribute to the achievement of your long-term goals or values. Ideally, you should
only work on the tasks in the top two quadrants - you should delegate or delete the rest.

Time blocking method Inventor Elon Musk is known for his productivity. He
manages his time so effectively that he can work more than 80 hours a week and still
find time for himself. What is his secret? Time blocking. How it works: From the
moment you wake up, assign each time block in your day to a specific task. This can be
anything from breakfast to test preparation. Below are the steps Elon Musk uses to
block out his time: Divide a sheet of paper into two columns in the left column write
down each hour of the day and create blocks of time, for example, half-hour or hourly
segments. Estimate the time it will take to complete each of your tasks and fit them into
your time blocks. Add buffer time between each time block so that you can make
adjustments throughout the day.

In conclusion, mastering these time management techniques can significantly
enhance academic performance, productivity, and overall well-being. By implementing
these strategies, students can effectively navigate their academic responsibilities while
maintaining a balanced lifestyle.

3D PRINTING FOR DEFENSE APPLICATIONS

Anhelina Danylova
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Olga Chernyshenko

The modern battlefield is a testing ground of invention, where the stalemate of the
technological advantage requires unceasing adjustments. 3D printing is an area where
we are gradually seeing this technology being used as a force multiplier, basically
changing how equipment is designed, made and maintained by militaries all over the
world. It is a technology that is disruptive in nature and serves as an eye-opener to the
warfare of the future, with real-world examples already illustrating its life-changing
manifestation across various military operations’ facets.

First of all, the most outstanding benefit of 3D printing occurs due to its ability to
speed up the development cycle. As we know before, creating prototypes of weapon
systems and vehicles was a very long and costly process. But right now, Ukrainian
volunteers are utilizing the innovative technology of 3D printers and the rapid
prototyping ability to rapidly test and prototype drone designs for battlefield use. This
nimbleness makes for speedier updating and improvement in which the latest
technology can readily reach the troops.
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Second, 3D printing allows military forces to do in-theatre manufacturing of
anything required in remote locations anywhere. For example, picture the situation
where an important part on a military vehicle fails hundreds of miles away from the
nearest base. Previously, it would take days or even weeks to get back up and running
after such an event, but with 3D printing everything happens very quickly and
efficiently.

Third, 3D printing comes up with a very revolutionary solution: 3D print mortar
fins to solve the shortages of some parts serve as a good example of the future for the
soldiers to be able to print the replacements right at the field with portable 3D printers.
This can reduce downtime as well as keep mission critical equipment functioning for
longer which in turn will optimize mission effectiveness.

Finally, it is also important that 3D printer reduces military supply chain
complexity. Previously, storing a plenty of different spares for varied machines was a
huge headache as it required large storage space and incurred huge costs. 3D printing is
an excellent substitute because by the digitization of the part storage instead of physical
inventory, it is possible for militaries to bring down the logistics burden tremendously.
This particular approach is forecasted in the Ukrainian project “Drukarmy”, which
means that parts are customized to specific needs on the front line and, consequently, no
standard components that should be produced in large quantities exist. This means cost
reduction, the elimination of warehousing and increased nimbleness of the operation.

However, challenges remain. Material strength is a critical issue for printing as
some of the parts may not yet possess the same strength as the traditionally produced
products. Rigorous testing and development of advanced materials specifically designed
for military applications are crucial. Another area of consideration is quality control
procedure which may be accomplished through the standardization of 3D printing
protocols and through strict inspection practices. Lastly, the digital blueprints for
military equipment need to be secured from outside interference to ensure only
authorized personnel access and manipulate them.

Despite these challenges, the transformative potential of 3D printing in military
affairs is undeniable. As technology matures further, it is projected to remain
unprecedentedly imperative when dealing with military edge, drill preparedness, and
suppleness in the field, which won't cease to evolve.

REFERENCES
1. https://drukarmy.org.ua/ua
2. https://www.economist.com/science-and-technology/2023/08/01/ukraines-latest-
weapons-in-its-war-with-russia-3d-printed-bombs.
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3. https://mezha.net/ua/bukvy/smert-dlia-okupantiv-nadrukovana-na-3d-prynteri-
pranker-ievhen-volnov-pro-drukarmiiu-ta-ii-diialnist/

AUGMENTED REALITY TECHNOLOGIES

Maria Davidchenko
National Technical University "Kharkiv Polytechnic Institute"

Language Adviser — Viktoriia Vrakina

Augmented Reality (AR) technologies are improving the use by overlaying digital
content onto the physical world, enhancing real-world environments with interactive
elements.

AR is used in many fields like education, healthcare, entertainment, and making
stuff, and it's changing how we deal with info, things, and places.

AR applications offer immense potential for learning experiences, enabling
learners to interact with virtual objects in real-time and making it easier exploration of
complex concepts..

In the healthcare industry, AR solutions provide healthcare professionals with the
ability to visualize data in real time. Improves surgery and patient education, leading to
improved treatment and outcomes..

Ethical considerations regarding privacy and data security are critical when
developing AR technologies.

As AR stuff gets cheaper and easier to use, more people can make cool AR things
and experiences.

Future advancements in AR technologies, including advancements in display
technology, gesture recognition, promise to further blur the lines between the physical
and digital worlds, unlocking new possibilities for human-computer interaction.

Working together and studying different stuff is super important for making AR
even cooler and solving big problems in society.
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ARTIFICIAL INTELLIGENCE IN THE UKRAINE WAR

Alina Hlibova
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Maryna Tykhonova

Since russia full-scale invasion of Ukraine on February 24, 2022, artificial
intelligence has become an integral part of Ukraine's strategy in the conflict.

Former Chief of the General Staff Valerii Zaluzhnyi and Defense Minister Rustem
Umerov emphasized the importance of developing technological superiority in 2023.

"Technologies win wars. Russians can mobilize millions for brute force assaults,
and their factories beyond the Urals operate round the clock. Our advantage will be
ensured by asymmetric responses made possible through innovation. We are inventing
technologies, testing them, and scaling them up," stated the defense minister in one of
his statements.

Artificial intelligence has been used for military purposes in various fields and at
different levels since the mid-20th century, when the first systems for automation of
management and military analysis were created. Since then, its application has become
increasingly broad and diverse.

Ukraine has employed artificial intelligence in various aspects of the war, from
analyzing battlefield data and targeting enemy forces with drones to combat
disinformation and documenting potential war crimes. Here are some examples.

Griselda

Our military already successfully employs the reconnaissance system "Griselda,"
which processes thousands of messages received from satellites, drones, media, enemy's
hacked data, and social networks in half a minute. Then, using neural networks, the
system instantly analyzes the gathered information and transmits it to tablets for tank
crews and artillerymen, who then proceed to destroy the enemy.

Palantir Edge AI

One of the most intriguing products of the American company Palantir is Palantir
Edge Al It enables military personnel to automate processes using universal algorithms.
The company didn't develop Al specifically for Ukrainian military; rather, it integrated
existing systems into a specific controlled environment.

Palantir can configure the module to automatically process satellite imagery and
other information sources, displaying them on a map. This saves military personnel
hours of analysis. The product is user-friendly since all information about a specific
area is consolidated into a comprehensible image.
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Clearview Al

Facial recognition using Clear view Al has impressive capabilities - all you need to
do is upload a photo to the app, and thanks to sophisticated algorithms, it will match it
with one of the 10 billion images in its database. The technology provided by this
artificial intelligence has quickly become one of the important digital tools in Ukraine.
Today, it's used by seven different agencies, including military and border guards, with
over 900 users having access to the database. Overall, the system has already processed
125,000 search requests. According to Ukrainian authorities, this technology has helped
identify 7,500 suspects in crimes and brought charges against 125 Russian soldiers.
Clearview Al has helped reunite families, find missing persons, detect misinformation,
enhance security at checkpoints, and expose spies.

The war in Ukraine is not just a test for the Ukrainian people but also a challenge
for all humanity. Since February 24, 2022, Ukraine has been actively engaged in war
with the Russian aggressor, which is evolving into a new generation of conflicts where,
in addition to people on the front lines, artificial intelligence, combat robots, drones, and
other cybernetic means are emerging. This war has underscored that artificial
intelligence is becoming not only a powerful tool for defence but can also be used in
military operations both for protection and for offence.
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FIRING BACK: THE STORY OF BOHDANA, UKRAINE’S ARTILLERY
INNOVATION

Kira Hovorukha
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Maryna Tykhonova

The 2S22 Bohdana is a 155 mm NATO-standard artillery caliber, wheeled self-
propelled howitzer developed in Ukraine.

The development of the 2522 Bohdana artillery system in Ukraine began in 2016
at the Kramatorsk Heavy Duty Machine Tool Building Plant. The prototype was
installed on the domestic KrAZ-63221 wheel chassis with a 6x6 wheel arrangement,
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created according to special specifications. The chassis is equipped with a four-door
five-seater armored cab with two rows of seats. The cabin protects the crew against
5.45mm and 7.62mm bullets and debris.

Later, the developers revealed the characteristics of the 2S22 Bohdana self-
propelled howitzers. It was stated that the artillery unit, which had a 155mm gun with a
52-caliber long barrel, had a fire rate of five rounds per minute. The ammunition load
was 20 rounds.

The training angle of the gun is between- 30 and 30 degrees, and the elevation is
between -5 and 65 degrees. Range of fire is up to 40-42 km. It takes a minute and a half
to deploy Bohdana into a combat position and the same amount of time to return it to a
travelling position. Later on, the Ukrainian military received Bohdanas on the Czech
Tatra T815-7 four-axle chassis with armored cabins.

When Russia launched its invasion of Ukraine in February 2022, a prototype of the
Bohdana was reportedly ordered to be destroyed to stop it falling into Russian hands,
but the weapon was successfully evacuated. In the spring of 2022, the gun's first combat
mission was to strike at Russian positions on Snake Island, a target nearly at the limit of
the weapon’s 40- kilometre range with standard ammunition.

At the same time, Ukraine financed the mass production of this domestic 155mm
artillery system. This happened after Bohdana, according to the then Minister of
Defense Oleksii Reznikov, successfully passed tests on the battlefield. In December
2023, it was reported by Economichna Pravda that the Ukrainian Ground Forces already
received about 30 Bohdanas and that a towed version is under development. Eight
Bohdanas are being produced monthly.
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THE IMPACT OF ARTIFICIAL INTELLIGENCE ON MODERN
HEALTHCARE PRACTISES AND PATIENT OUTCOMES

Mykyta Ivashchenko
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Artificial intelligence (Al) has fundamentally transformed healthcare. It enhances
how medical professionals diagnose illnesses, decide on the best treatment plans, and
monitor patient health, leading to smarter, more personalized care [1, p. 2]. Al
technologies, such as machine learning and deep learning, have enabled early disease
detection through detailed scans and are predicting health issues before they manifest
[2, p. 27].

The healthcare sector's reliance on innovative technology to save lives has
intensified with the integration of Al These technologies are not only used for
predictive analysis but have also become integral in robotic surgeries and chronic
disease management, marking a transformative phase in healthcare practices [3, p. S38].

Accurate diagnostics are crucial for effective treatment. Al technologies employed
in analyzing medical scans have shown superior ability to identify diseases early, often
before they become apparent to even the most experienced radiologists [4, p. 110]. This
has notably improved in areas such as oncology and cardiology, where early detection
can significantly alter patient outcomes [7, p. 2660].

Al excels at analyzing vast amounts of genetic information, catalyzing the
movement towards personalized medicine. By tailoring treatments based on a patient's
unique genetic profile and environmental factors, Al enhances the efficacy of treatments
and minimizes adverse drug reactions [5, p. 1218].

Predictive analytics in healthcare utilize Al to forecast potential health events,
allowing medical professionals to intervene proactively. This predictive capability not
only improves patient outcomes but also optimizes hospital resource management,
reducing overall healthcare costs [6, p. 147].

However, the deployment of Al in healthcare comes with significant
responsibilities. Concerns about data privacy, patient consent, and the risk of
algorithmic biases are paramount. Continuous monitoring, ethical considerations, and
regulatory compliance are essential to ensure that Al technologies benefit all patients
equitably [6, p. 148].

As Artificial Intelligence becomes more integrated into healthcare systems, it
supports a more efficient, accurate, and patient-centered approach. Ensuring that Al
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technologies work in concert with human expertise is crucial for providing the best
possible care and enhancing patient outcomes [2, p. 29].
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THREE IMPORTANT DISCOVERIES OBTAINED BY UKRAINIAN
STUDENTS

Olena Kharchenko
National Technical University "Kharkiv Polytechnic Institute"
Language Adviser — Vrakina Viktoriia

Science never stands still. New inventions are being created all over the world.
Likewise, Ukrainian students want to make our world a better place. For example, a
student from Dnipro National University, Sergey Piven, developed a lamp that measures
air quality. The lamp, named "Indoor Solution," measures carbon dioxide levels in a
room and changes its LED strip color when ventilation is needed. The lamp is currently
a single prototype, but Piven plans to expand production and offer various designs.
Piven and his startup have joined the development team of Yourairtest, which created
an app and four mobile stations to measure air pollution. The app will feature a tab for
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the "Indoor Solution" project, allowing lamp owners to monitor carbon dioxide levels in
their indoor spaces via smartphone.

In the summer of 2017, Nikolay Ivanchenko, a student of the Junior Academy of
Sciences, achieved global recognition and won first place at the prestigious international
GENIUS Olympiad in the United States. His invention of a method to clean water from
oil can improve the world's environmental situation. He developed a hydrophobic
adsorbent that only collects oil and repels water. Ivanchenko aimed to create an
economically efficient absorbent using perlite, a porous rock abundant in Ukraine. By
making perlite hydrophobic, it efficiently absorbs oil while repelling water. One volume
of his adsorbent absorbs seven volumes of oil products, making it viable for real-world
application today, pending investment for water body cleanup.

Valentyn Frechka, a 16-year-old student from Sykhnov, Zakarpattia, introduced an
eco-friendly invention of paper made from fallen leaves. His invention gained
international recognition at an Olympiad in Tunisia and then won at the International
Environmental Olympiad in Kenya. This paper, already successfully tested, can be
written on, drawn on, and printed with, though it is slightly more fragile than
conventional paper. Frechka’s innovation lies in using all fallen leaves regardless of
moisture, age, or size and utilizing them in multiple ways, such as for making
tableware, bags, and packaging paper. His formula is economically advantageous and
addresses issues of leaf burning and deforestation. Despite attending a regular village
school, Frechka continues to work and innovate without being hindered by his location.

INTRODUCING IN MUSICAL THERAPY

Eugene Khirin

Kharkiv National University of Arts
Scientific Adviser — Myhailo Sydorenko
Language Adviser — Tetyana Berkutova

Musical therapy relies on the power of music in a therapeutic relationship to
manage a number of states and improve the state of psychological (mental) health. The
music therapist adapts sessions according to your needs.

A doctor called a music therapist talks to you to learn more about your needs,
musical preferences and experience, and develops every session specifically for you.
They also evaluate your progress at every step and can work with other health care
providers to coordinate your treatment.
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The experience of musical therapy may involve: making music, writing songs,
singing, dancing, listening to music, discussing music.

You do not need music skills and people of all ages can take advantage of it.

Music therapy helps people of all ages (children, adolescents and adults) and from
all sections of society. This can contribute to many aspects of your well-being,
including: mental, emotional, physical, social, cognitive.

Types of music therapy

Musical therapy can be an active process when clients play a role in creating music
or passive, which involves listening or response to music. Some therapists can use a
combined approach, which involves both active and passive interaction with music.

Music therapy has a variety of approaches, including:

Analytical music therapy, Community therapy, Cognitive behavioral music therapy
(CBMT), Benenzon Music Therapy, Bonny Methods of Managed Image and Music
(GIM), Nordoff-Robbins Music Therapy, Vocal psychotherapy.

Music therapy interventions can address a variety of healthcare & educational
goals: promote wellness, manage stress, alleviate pain, express feelings, enhance
memory improve communication, promote physical rehabilitation and more.

This form of treatment may be helpful for people with depression and anxiety, and
it may help improve the quality of life for people with physical health problems.

What Music Therapy Can Help With?

Music therapy may be helpful for people experiencing: Alzheimer’s disease,
Cardiac conditions, Depression, Diabetes, Difficulties with verbal and nonverbal
communication, Emotional dysregulation, Feelings of low self-esteem, Headaches,
Impulsivity, Post-traumatic stress disorder (PTSD), Problems related to childbirth,
Rehabilitation after an injury or medical procedure, Respiration problems, Surgery-
related issues, Trouble with movement or coordination etc.

Research also suggests that it can be helpful for people with: Insomnia, Obsessive-
compulsive disorder (OCD), schizophrenia, neurological disorders.

Benefits of Using Music as Therapy

Music therapy can be highly personalized, making it suitable for people of any age
- even very young children can benefit. It’s also versatile and offers benefits for people
with a variety of musical experience levels and with different mental or physical health
challenges.

Engaging with music can: Activate regions of the brain that influence things like
memory, emotions, movement, sensory relay, some involuntary functions, decision-
making, and reward; Fulfill social needs for older adults in group settings; Lower heart
rate and blood pressure; Relax muscle tension; Release endorphins; Relieve stress and
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encourage feelings of calm; Strengthen motor skills and improve communication for
children and young adults who have developmental and/or learning disabilities.

Overall, music therapy can increase positive feelings, like: Calmness, euphoria,
confidence and empowerment, emotional intimacy.

Music Therapy and Military Populations

The profession of music therapy has its origins in service to military personnel and
veterans of various wars (especially WWII).

While many individuals exposed to trauma follow a normal or typical course of
recovery from acute stress reactions and acute stress disorder, some develop post-
traumatic stress disorder (PTSD) or PTSD with delayed onset. The signature injuries of
recent wars include post-traumatic stress disorder (PTSD), traumatic brain injury (TBI
and mTBI), major depression, polytrauma, and a whole host of complicating sequelae
such as substance abuse, family conflict, and suicide risk. Furthermore, music
therapists are an integral part of treatment teams in the context of interdisciplinary
services.

Numerous studies of significance over the nearly 80 years of research history in the
profession of music therapy are relevant to service members and veterans. Research on
music based interventions designed to inform evidence-based music therapy
interventions for service members and families is a priority. Collaborative studies,
interdisciplinary, and cross-disciplinary research are important undertakings to support
service members and their families. Though the music therapy literature has numerous
studies that investigate topics relevant to the military, there is a need for more clinical
studies to support evolving music therapy practices necessary to improve life functions
in service members and families across the world.
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THE EVOLUTION OF AI IN MILITARY OPERATIONS

Oleksandra Khudushyna
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In today's world, the integration of artificial intelligence (Al) into military
operations has significantly changed the nature of warfare. Al, often portrayed in
science fiction as a force to be reckoned with, is now a reality shaping-strategy and
tactics in the military domain. In this essay I want to explore the multifaceted impact of
Al on military operations, highlighting its benefits, challenges, and ethical
considerations.

To begin with, Al has revolutionized various aspects of military operations by
improving efficiency, accuracy, and decision-making processes. One of the most
notable applications of Al is the autonomous weapons systems, which can analyze great
amounts of data and execute predefined tasks. These systems have the potential to
reduce human error and improve response time in critical situations. For instance,
unmanned aerial vehicles (UAVs) equipped with Al technology can gather intelligence
and even engage targets with minimal human intervention.

Moreover, Al algorithms are used in analytics to predict enemy movements and
assess potential threats. By analyzing historical data and real-time information, Al
systems can generate ideas, allowing commanders to make informed decisions on the
battlefield. This predictive capability not only increases situational awareness but also
helps in strategic planning and resource allocation, ultimately leading to more effective
military operations.

Furthermore, Al-powered simulations and training programs offer invaluable
opportunities for soldiers to hone their skills in realistic virtual environments. Such
simulations allow soldiers to practice scenarios: from combat situations to logistical
challenges, preparing them for the various situations they may face in the field. By
using Al for training purposes, armed forces can improve readiness and adaptability,
ensuring optimal performance in a variety of operational environments.

However, alongside its benefits, the widespread use of Al in military operations
also raises ethical and legal concerns. The development of autonomous weapons
systems, capable of making life-and-death decisions without direct human oversight,
poses significant moral dilemmas. Questions of responsibility are becoming
increasingly relevant in the debate around Al-enabled warfare. Finding a balance
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between using technological advances for military purposes and respecting ethical
principles remains a challenge for politicians and military leaders alike.

Moreover, there are concerns that Al could lower existing security risks. As Al
systems become more sophisticated, they may also become sensitive to exploitation by
intruders seeking to manipulate military operations. Protecting data and ensuring the
integrity of Al systems from cyberattacks is important in the era of Al-driven warfare.

In conclusion, the integration of Al into military operations represents a shift in
warfare, offering opportunities for innovation and strategic advantage. From
autonomous weapons systems to predictive analytics and training simulations, they
change the modern battlefield. However, the ethical, legal, and security implications of
using Al for military purposes require careful analysis. As we navigate the difficulties
of Al-enabled warfare, ethical principles must be upheld, human rights must be
protected, and responsible use of technology must be on the first place to ensure a safer
and more secure future.
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ANTI-AIRCRAFT DEFENSE, ITS PRINCIPLES AND IMPORTANCE

Yaroslav Kolesnykov
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Maryna Tykhonova

This paper will cover the general principles of air defense systems, their types,
importance, and current state in Ukraine.

A bit of history: shooting down aerial targets began in the late 19th century, when
reconnaissance was conducted from aerostats to observe and photograph the
deployment of troops and headquarters. They were tried to be shot down from the
ground with guns and machine guns. Later, during the First World War, more and more
planes were communicating in the sky, which at that time were trying to be heard by
large sound-receiving horns. Then came World War II, the first radar (radio location
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station), and the first cruise missiles. An air defense system consists of various
interconnected elements that perform different functions. The complex consists of:
launchers, transport and reloading vehicles, command posts, antenna posts and detection
and targeting stations, and other auxiliary equipment.

Air defense is divided into two main types: army and object-based.

Army air defense is a force and means within an army designed to cover important
objects and actions of that army during all types of combat operations. It provides
protection for command posts, permanent dislocation points, crossings, warehouses, etc.

Army air defense is usually armed with highly mobile and survivable anti-aircraft
artillery, cannon and missile systems of short, short and medium range.

Object-based air defense is usually a separate branch of the military. Such systems
are deployed at a distance from the front line and are designed to protect cities,
industrial, energy, telecommunications, and economic facilities. They can consist of
anti-aircraft artillery, cannon and missile systems of short, short, medium and long
range.

The way air defense works is that a radar (radio location station) is on duty in the
sky, and once the target comes within the radar's range, the missile's further trajectory is
calculated, and if the missile does not change course, the approximate landing site is
determined.

Let's look at a few systems that are currently used in Ukraine's defense.

For example, Nasams is a Norwegian medium-range anti-aircraft missile system.
One Nasams battery includes a command post, a radar with 3D radar, and 9 to 12
launchers with 6 missiles each. It is capable of intercepting both cruise and ballistic
missiles. Like the Iskander, it carries a complex set of active jammers, after
acceleration, false targets are formed (separated from the main charge), these traps are
intended to mislead radar stations. But Nasams is smarter and can intercept such
missiles. It is believed that one set of one Nasams battery is enough to defend a large
city.

Since April 19, 2023, Ukraine has had new Patriot systems, which you've probably
heard of, as they are considered one of the best air defense systems in the world. Patriot
detects and recognizes up to 100 targets simultaneously. But its main task is to intercept
ballistic missiles.

Thus, with this report, I would like to remind you once again that air defense
systems are a very important component of defense in this bloody war. Technology is
evolving, and we cannot lag behind for a moment in order to win. Develop Ukrainian
technologies, support and help the army.
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USING 3D PRINTED TOURNIQUETS FOR PUBLIC EDUCATION
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In the context of real military aggression and the seizure of part of our territory by
russia, the defense of Ukraine involves not only defense at the front, also we must learn
to defend ourselves in civilian life, to be prepared for all emergencies that the enemy
creates for us.

On February 24, 2022, Ukraine mobilized not only several hundred thousand
military personnel, but several million people became volunteers. In the first days and
weeks of the war, the teachers at my school in the city of Kropyvnytskyi, where I used
to study and I began to make medical turnstiles at the school's STEM lab, printed spare
parts on a 3D printer, and sewed belts on a sewing machine according to the instructions
provided by the military. At the same time, we started looking for medics, tactical
medics, or military personnel who could confirm the effectiveness and safety of its use
in training. Just a few days later, after consulting with medics and the military, we
started to improve the turnstiles. As a result, in three weeks, we went from people who
were "far" from medicine to turnstiles experts.

As a result of the two-week transformation, our turnstile has changed and
improved (relatively speaking, 5 versions of the turnstile have changed, in fact, we have
created it anew). Here you can see what the turnstile looks like and what it consists of.

In response to numerous requests from volunteers and paramedics
Ukrmedteststandard has developed and implemented a proprietary test method for
testing tourniquets.

You can see on the slide what points this test consists of.

According to these points, we started testing the turnstile in our STEM laboratory.
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For sewing the KropTourniq 5.0 turnstile belts, we used a polypropylene tape of
120 cm long and 4 cm wide. The minimum turnstile coverage is 12 cm, the maximum -
54 cm.

Rapid blood loss is one of the main causes of a large number of deaths during
military operations. Arterial bleeding is stopped by applying a turnstile. The tests were
carried out with a plastic bottle filled with liquid and a manometer connected to it. We
put our tourniquet on the bottle and tightened it as much as possible. The pressure value
on the manometer was 0.04 MPa = 300 mmHg. Our turnstile withstood this pressure.

The analysis of the diagram shows that the pressure has hardly changed - it
remained at 0.04 MPa, and therefore it can be concluded that there is no drop in the
compensation pressure.

The last physical test was a tensile test. We had an idea to test the turnstile in the
gym using a weight of barbell weights. The KropTourniq v5.0 turnstile easily withstood
a load of 100 kg, at a load of 120 kg, the irreversible destruction of the flattened ring
began, and at a load of 150 kg, the turnstile was completely destroyed - the ring and the
tie rod broke. From the test, we can conclude that the force of 100 kg (980 N) that our
turnstile can withstand is not a force available to most people, especially if we
remember that the turnstile is tightened with one hand.

We organized meetings with medics from the Ukrainian Red Cross Society and the
military to develop first aid skills. During these classes, we offered to use our turnstiles
to teach children how to apply hemostatic tourniquets.

The experience we gained from the development and production of hemostatic
tourniquets at the beginning of the war, we have formed into recommendations that we
offer to those who want to print and manufacture tourniquets KropTourniq v5.0 for
public education.

The war with russia has made us stronger and smarter. We have learned to do
things that we never thought of doing before the war. All the work done by volunteers,
the military, and ordinary people to help the military is a litmus test of the invincibility
of the Ukrainian people.
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CRAFTING MOBILITY: THE ART AND SCIENCE OF 3D PROSTHETICS
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In the realm of healthcare, the emergence of 3D printing technology has heralded a
new era of innovation, particularly in the field of prosthetics. Traditional prosthetic
limbs, while serving their purpose, often come with significant limitations in terms of
customization, accessibility, and cost. However, the advent of 3D prosthetics has
revolutionized the game, offering personalized solutions that are not only more
affordable but also more functional and aesthetically pleasing. Here is some main
advantages of 3d prosthetics:

Personalization and Customization

Unlike traditional prosthetics, which are often mass-produced and offer limited
adjustability, 3D printing allows for precise fit based on the wearer's anatomy, lifestyle,
and desired functionality. This level of customization ensures a better fit, increased
comfort, and improved functionality, in simpler terms: just making life better.

Openness and Reasonableness

Another key benefit of 3D prosthetics is its potential to increase accessibility and
affordability for individuals in need of prosthetic limbs. Traditional prosthetics can be
very expensive, particularly for those without adequate insurance coverage or financial
resources. In contrast, 3D printing technology has significantly reduced the cost of
producing prosthetic limbs, making them more accessible to a broader range of disabled
people, regardless of their social or financial status. Also the decentralized nature of 3D
printing implies that prosthetics can be created locally, reducing transportation costs and
logistic challenges related with traditional manufacturing processes.

Innovation and Functionality

Past personalization and reasonableness, 3D prosthetics offer astonishing openings
for development and usefulness. With advances in materials science and design
software, prosthetic limbs can now be engineered to mimic the natural movement and
dexterity of human limbs more closely. For example, 3D-printed prosthetic hands can
incorporate joint mechanisms and sensors that enable users to perform complex tasks
with greater ease and precision. Besides that, ongoing research and improvement within
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the field of biomechanics guarantee more groundbreaking headways, such as neural
interfacing that permit for coordinate control of prosthetic appendages through brain
signals.

Empowerment and Identity

Perhaps most importantly, 3D prosthetics have the power to empower individuals
with limb differences by restoring not only their physical capabilities but also their
sense of identity and self-confidence. Unlike generic, one-size-fits-all prosthetics, 3D-
printed limbs can be customized to reflect the wearer's personality and style, whether
through the choice of colors, patterns, or aesthetic details. This personalization not only
enhances the wearer's sense of ownership over their prosthetic but also fosters a positive
self-image and pride in their uniqueness. By embracing their prosthetic as a symbol of
strength and resilience, people can easier overcome societal stigma and pursue their
goals without any limitations.

In conclusion, 3D prosthetics represent a paradigm shift in the field of prosthetic
limb technology, offering unprecedented levels of personalization, accessibility, and
innovation. By harnessing the capabilities of 3D printing, prosthetic limbs can now be
tailored to meet needs and preferences of users, while also being more affordable and
functional than ever before. Which means that 3D prosthetics can empower people with
limb differences, allowing them to reclaim their autonomy, confidence, and sense of
identity. As technology continues to evolve, the future of prosthetics holds immense
promise for further advancements that will continue to transform lives and inspire hope
for a better society.
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Cybersecurity is the measures taken to protect data or devices connected to the
network from unauthorized access and use for criminal purposes.
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With the development of technology, the number of crimes in this area is rapidly
growing. Over the past two decades, cyberattacks have been launched against critical
infrastructure in all developed countries, and countless businesses have suffered major
losses. Since 2000, cybercriminals have stolen the personal information from more than
3.5 billion people, which is half the world's population, so today cybersecurity
specialists are in great demand, as is knowledge of precautions.

The main types of cyberattacks include phishing, DDoS attacks, viruses and
malware.

Phishing is one of the varieties of fraud on the Internet in order to obtain illegal
access to confidential user data. 96% of phishing attacks are by e-mail. Another 3% are
carried out through malicious sites and 1% - by phone. The specificity of phishing is
that the victim of fraud provides his confidential data voluntarily.

For instance, in 2016, scammers decided to carry out a phishing attack on a large
financial institution. The fraudsters emailed on behalf of the bank, asked customers to
update their personal information and accessed their accounts and stole money. This
story highlights the importance of caution and awareness in an online environment. It is
important to be attentive to suspicious messages, to verify the source and truthfulness of
emails, and not to provide confidential information or personal data on suspicious or
unreliable sites.

DDoS attack is a network attack, the purpose of the attack is to exhaust the
resources of the site and reach a state when it is no longer able to respond to new client
requests - from that moment the site is forced to "deny service". A group of hacktivists
Anonymous at 17:00 on February 26 blocked the most important Russian government
sites. On the morning of February 27, sites such as "Roskomnadzor", "Kremlin",
"Duma" and others did not work. Thus, more than 50 DDoS attacks with a capacity of
more than 1 terabyte were recorded. To prevent DDoS attacks, test with experts to
expose and protect system weaknesses and use reliable cloud storage.

Viruses and malware are types of cyberattacks that aim to hack, steal information,
damage data, block the system, or perform illegal actions without the user's consent.
The main types of viruses include worms, masking viruses, spyware, zombies, adware,
blocker viruses, and Trojan viruses.

One of the most famous and malicious attacks is the WannaCry attack, which
occurred in 2017. WannaCry was distributed through a vulnerability in the Windows
operating system using the EternalBlue exploit, which was developed by US
intelligence agencies and then stolen by hackers. WannaCry used network distribution
and file encryption on computers, after which it demanded that victims pay a ransom in
Bitcoin cryptocurrency. To prevent your computer from being infected by malware and
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attacks, you should keep your software updated, install anti-virus software, and avoid
suspicious websites.

Over the years of the war, which was launched by russia against Ukraine in 2014,
Ukrainian state institutions and organizations have repeatedly become targets of attack
by enemy hackers. These attacks have created significant challenges for Ukraine's
cybersecurity infrastructure. Ukrainian authorities and cybersecurity experts are actively
working to strengthen protection, develop reliable incident response mechanisms and
cooperate with international partners to protect against future cyber threats.

Cybercriminals are constantly developing new attack methods and malware, so it is
important to follow best cybersecurity practices to prevent computer infection.
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FUTURE REBUILDING OF UKRAINE

Oleksandr Maltsev
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Despite the fact that war is still going, rebuilding is something that we should start
thinking about right now, because to do it efficient, we need to provide innovative
solutions, but finding them isn’t an easy task that can be done in a few minutes. In my
opinion, area that needs those solutions as soon as possible is our energy industry,
because it is almost destroyed. We need to protect our power plants from rockets and
drones, so just building some kind of dome over the power plant won’t do anything.
That is where engineers step in. They have a really hard question to answer: how a
power plant can be fully protected from any kind of attacks and produce enough energy
at the same time?

Not only has the energy industry faced a lot of damage, but also our Argo-industry.
That’s also an area, which is really important and has lost a big percent of its power, due
to that fact, that a big amount of fields is mined, and it will take decades to demine
those fields, so our sappers urgently need new technologies. We already have some
demining machines, but that’s not enough at all. And we should also keep in mind that,
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those machines will most likely be destroyed. Of course they can handle a lot of
damage, but nothing is eternal, especially when it faces mine explosions every day, so
those machines should be not expensive, tough and be in mass production. Nearly every
branch of science should be involved in process of construction of these machines, so
our country really needs world-class scientists.

And the biggest part of rebuilding, as a matter of fact, is building. A lot of cities
and villages in Ukraine are completely destroyed and, unfortunately, there is a big
possibility that these settlements are going to be fully abandoned, so people that lived
there, now need a new home. Here we don’t need any fancy solutions. Only air defense
troops can protect houses from rockets, drones or bombs, because no matter what
material is house made of, it won’t handle direct hit anyway. So it should be just a
regular house with all necessary amenities, where people want to live in. Of course, its
not an easy task, because the more is built, the worse is quality. So that is the time for
scientists again. The material should not be expensive, in other case state won’t be able
to afford mass construction, but it also should have the best quality and durability as
possible.

Also, scientist can involve new technologies, such as artificial intelligence.
Parametric design is the practice of using Al to alter design parameters and achieve
design feats that were previously unimaginable. Al analyzes thousands of blueprints as
source material for a project and then designs its own concepts with this new
knowledge. Al can also maximize design potential within a set of constraints, like
budget or site dimensions. It can also help with hiring process. Al technology analyzes
applicant data and compares it with a detailed company record to judge fit based on
experience. This not only simplifies a task for a hiring manager but also highlights the
most qualified candidates automatically. Also, our country can’t afford to waste
material, so scientists can involve other technologies, like drones and construction
robots, that are using Al to complete tasks with precision and reduce material waste.
These robots are capable of performing tedious jobs quickly and accurately without
fatigue.

Summing up, science is an inalienable part of rebuilding of our country and
scientists, in turn, are an inalienable part of science. And who are scientist? They are
people. So there is no science without people, there is no rebuilding without people,
there is no anything without people, who feel passionate about their work and how to do
it well.
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In war, people always suffer, and in order to reduce losses, researchers and
scientists come up with technologies that will save someone or give an advantage to the
side on which these technologies are used, since, for example, they once came up with a
tank or bomber. I think that augmented reality headset (Further ARH) may help us in
war against the enemy.

ARH is a technology that allows you to superimpose a virtual picture on a real
existing object and interact with it. For example, the high-tech helmet for the new F-35
fighter jet features an augmented reality display that shows telemetry data and
information about potential and specific targets.

In recent years, virtual and augmented reality has become common aspects of
military training. In 2014, the Office of Naval Research and the USC Institute for
Creative Technologies developed Project Blue Shark, a system that allows sailors to
control ships and collaborate in a virtual environment. Another project, Project
Avenger, is used to train US Navy pilots. The US Air Force is using virtual reality to
train pilots to fly aircraft and complete missions. Boeing has also created AR
technology that allows mechanics to practice fixing planes before setting foot on the
real thing. Virtual reality is also being used to treat veterans for chronic pain and post-
traumatic stress. This is what already exists.

I think that this kind of ARH can be used to calculate the outcome of events; this
will help you know in advance where it is better to make a shot and whether it is worth
engaging in battle at all. Also, it can help to control drones more accurately or even
control the army of drones simply with one person and one ARH. Every such headset
can store binoculars with a huge zoom, which will provide artificial intelligence, a
thermal imager, a walkie-talkie, a map, or even information about nearby explosions or
a cluster of enemies.
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For example, Tactical Augmented Reality, which is used by American army, is a
whole system consisting of sensors, special glasses and a laser sight. With its help, the
American military can easily determine the distance to the target, can track the enemy’s
movement and receive tips. Information appears in the upper left corner and does not
interfere with your view. On the contrary, with the use of TAR, the military has a much
better chance of hitting the target.

As you can see, Al is developing every day, and technologies are becoming more
versatile and omnipotent every year, but if we introduce all this into military affairs, we
can improve completely and stand up for ourselves
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The war in Ukraine has lasted for more than two years. Every day, Ukraine suffers
from enemy aggression from Russia. Every day, our country suffers irreparable damage.
The economy, the environment, civilians and military people suffer. They want to
destroy us as a nation, and only Ukrainians can prevent this. I am sure that
bioengineering plays a very important role in protecting our country. In this project, I
want to explore several areas in which bioengineering can be effective.

Firstly, with the help of bioengineering it is possible to create better, yet more
affordable drugs. This is especially relevant now, because every day military personnel
receive very serious injuries, after which they face a long recovery. High-quality
medications can speed up this process. Also, bioengineers are developing methods and
technologies for accurately diagnosing infectious and genetic diseases, which makes it
possible to effectively and inexpensively treat military personnel and people affected by
war.

It is also possible to create biosynthetic, biologically active substances for
medicine and veterinary medicine. This is very similar to the above-mentioned
medicines, but they can save injured animals.
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Secondly, bioengineering can significantly increase crop yields. After the tragedy
in Nova Kakhovka, when there was a flood, Ukraine lost a huge amount of fertile land
in Kherson. Agricultural industry is an integral and irreplaceable part of the Ukrainian
economy. Now we need to grow crops in a much smaller area. And bioengineering
technologies can help ensure that the same volume, or perhaps more, is grown on the
remaining land.

Also, an increase in harvest will lead to affordable prices for healthy food, which
will enable the military to receive vitamins even in the field.

In addition to the pricing policy, it is also possible to produce agricultural products
that will have a long shelf life. Here are some examples: production of fermented milk
products, fermentation of vegetables and fruits, production of food additives, as well as
bread production.

Products made by biotechnological methods are given preference not only because
they are cheaper than products secreted by animal glands, but also because they are
almost identical to human hormones. At the moment, the production of interferons
(proteins that have antiviral activity) has already been established, the raw materials for
which are genetically engineered strains of Escherichia salts, yeast, cultivated cells of
insects (Drosophila) and mammals.

Thirdly, cheap and efficient biofuels such as biodiesel and bioethanol can be
developed and produced from biomass. This gives Ukraine the opportunity for
alternative energy, which can save the country from a complete blackout. Terrorists
daily strike at critical infrastructure, as a result of which blackouts have been introduced
in many regions of our country.

The ecology of our country is also suffering greatly. What is Kherson or Bakhmut
worth, where an environmental disaster has occurred? Bioengineering allows us to
protect the environment through the use of living organisms. They can be useful in
wastewater treatment, which Kherson really needs now. It is also possible to recycle
hazardous waste that remains after missiles arrive.

And last but not least: bioengineering generates a symphony of data. From gene
sequences to protein interactions, analyzing and interpreting this information is crucial
for optimizing processes and ensuring safety. Expect to see the integration of Al and
machine learning into machinery, enabling real-time data analysis and automated
adjustments to optimize bioengineering workflows.

In conclusion, bioengineering can play a vital role in the defense of our country,
and then, in the future, it will help to rebuild all of our cities.
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If there is one thing certain about the future, it is an absolute technological
integration into every facet of our lives. From the way we communicate and work to
how we shop and entertain ourselves, technology has become inseparable from modern
life. And just as people have redefined their lifestyles, businesses too have adapted their
commercial strategies to leverage the vast potential of electronic commerce (e-
commerce) and mobile commerce (m-commerce).

E-commerce refers to companies and individuals that buy and sell goods and
services over the internet, operating in different types of market segments and
accessible through various devices like computers, tablets, smartphones, and others. The
emergence of the Internet as a marketplace has revolutionized the sales landscape,
linking a global audience of buyers and sellers. Availability of finding goods and
services for buyers, wide selection, speed of shopping, ease of transactions and delivery
of goods combined with ease of entering the market for companies, operation of
websites 24 per 7, constant influx of customers, and international sales, made e-
commerce the best and the most profitable type of commerce that humanity has ever
seen. Just in 2023, global retail e-commerce sales reached an estimated 5.8 trillion U.S.
dollars. Projections indicate a 39 percent growth in this figure over the coming years,
with expectations to surpass eight trillion dollars by 2027.

Mobile commerce (m-commerce), a subset of e-commerce, specifically focuses on
transactions conducted through mobile devices such as smartphones and tablets. This
form of commerce offers unparalleled convenience and accessibility to consumers,
allowing them to shop anytime and anywhere with just a few taps on their mobile
screens. The benefits of m-commerce include seamless integration with other mobile
apps, personalized shopping experiences, and the ability to leverage location-based
services for targeted marketing.
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Mobile commerce sales really boomed during 2020, growing by 18% from the
previous year, which can be attributed to COVID-19 and more people shopping online.
However, the effects of the pandemic influenced long-term mobile e-commerce trends,
as the retail m-commerce sales were projected to hit $415 billion in 2022. It looks like
constant growth is certain. According to the estimates, this number will nearly double,
amounting to approximately $710 billion by 2025. The mobile e-commerce market in
the US amounted to almost 42% of total e-commerce sales in 2022. When it comes to
2023, retail m-commerce sales are expected to account for more than 43% of total sales
in 2023, and 44% by 2025, slowly equaling out the mobile commerce vs e-commerce
ratio.

In conclusion, the success of e-commerce and m-commerce has not only
transformed the way businesses operate but has also significantly impacted people's
lives and job opportunities. With the increasing digitalization of commerce, traditional
brick-and-mortar stores are evolving to online platforms, creating new avenues for
employment in areas such as digital marketing, web development, logistics, and
customer service. The future of e-commerce and m-commerce is poised for continued
growth and innovation, shaping the way we buy, sell, and interact in the years to come.
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DATA ANALYSIS FOR URBAN RESOURCE MANAGEMENT
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The problem of efficient resource allocation was of great interest to us because it
reflects the importance of data analysis for resource management in cities, especially in
the context of their defense and protection. This new area of research is an important
step in developing a scientific basis for the effective management of urban systems and
ensuring their stability in the face of growing challenges and threats.
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In the context of the Science for Defense Student Scientific and Practical
Conference, the topic "Data Analysis for Urban Resource Management" is particularly
important, as providing energy and water supply security for cities is a significant
aspect of national safety. The main problem that arises in the context of urban resource
management is the inefficient use of electricity and water. Resource management in
cities faces a number of challenges, including optimizing water and electricity supply,
planning for long-term sustainability, enabling public participation, and providing the
balanced use of resources.

Durgesh Kekare, expert in Advanced Analytics and Digital Marketing, explored
the use of data analytics in urban planning, highlighting the role of dynamic approaches
in solving these problems. Clinton Omusula, National UN Volunteer with UN-Habitat,
focused on the importance of having data on land relations to ensure sustainable
development and fight inequalities. He suggested using global initiatives to monitor
land relations to develop effective urban resource management policies. Our approach is
to use data analysis methods to identify patterns in resource usage and forecast future
needs, and to use artificial intelligence (AI) to develop effective urban resource
management strategies. We will consider the following aspects:

1. Optimizing the usage of resources. Exploring ways to use data analytics to
improve the efficiency of water and electricity supply in cities;

2. Forecasting future consumption. Analyzing data to predict changes in resource
consumption and develop strategies for optimal resource allocation;

3. Improving sustainable development: Using data analytics and artificial
intelligence to develop and deploy new resource management strategies to plan and
support sustainable urban development, including reducing resource waste and
protecting the environment.

Data analysis for urban resource management has great potential in the context of
defense and protection of Ukrainian cities. The use of analytical methods allows to
effectively manage resources and provide stability of urban systems in case of real and
potential threats. Research in this area is important for providing safety and
sustainability of Ukrainian cities in the current environment.
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The concept of big data holds the idea that data collection and databases
continuously grow. Relatedly, the privacy, legal and security concerns expand as well.

Big data can be defined as the exponential increase and availability of data in our
world [1, p.2]. This entails data from smartphones, social media posts, sensors (e.g.,
traffic signals), point-of-sale terminals, electronic health records and many other
sources.

The Civil Code of Ukraine classifies personal data as personal non-property rights
and defines the manner of their protection against unlawful encroachments in court. The
content of a personal non-property right is the ability of an individual to freely
determine his or her behavior in the sphere of his or her private life at his or her own
discretion [2, p. 23].

It must be claimed that, positive achievements have been made in our country on
the way to ensuring the protection of personal data. In Ukraine, the legal basis for the
protection of personal data on the Internet is the Law of Ukraine “On Protection of
Personal Data” [2, p.22]. It is worth noting that the Constitutional Court of Ukraine has
ruled that the collection, storage, use and dissemination of confidential information
about a person by the state, local governments, legal entities or individuals without their
consent is an interference with personal and family life and is allowed only in cases
specified by law and only in the interests of security, economic well-being and human
rights [4].
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In addition, the international regulatory legal act in the field of personal data
protection on the Internet, the mandatory application of which was approved by the
Verkhovna Rada of Ukraine, is Regulation (EU) 216/679 of the European Parliament
and of the Council of 27.04.2016 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data [3]. The authors of
this document emphasize that rapid technological development and globalization result
in new challenges for personal data protection. They note that the scale of personal data
collection and sharing has increased significantly, enabled by technologies that allow
both private companies and public authorities to utilize personal data on an
unprecedented scale for their activities. Furthermore, individuals are increasingly
granting access to personal information publicly and globally. The authors assert that
technology has fundamentally altered both the economy and social life. Therefore, they
argue that individuals should possess control over their personal data, and legal and
practical certainty should be reinforced for individuals, business entities, and public
authoritiesn [3].

In conclusion, given society’s digitalization, people can now conduct various
activities online. However, this comes with risks like unauthorized data use, leading to
legal repercussions. Despite existing laws, data recipients often fail to comply fully.
Therefore, safeguarding online data is a concern for individuals, recipients, and
governments. Alongside technical measures, individuals must understand their rights
and legal remedies. Users and recipients are responsible for data protection, with
governments tasked with creating and enforcing effective legal frameworks.
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Al AND MEDICINE
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As far as we all know, Artificial Intelligence today is a very powerful tool, the
model of which can be trained to do anything; the main thing is to have a large database
of different examples of the same direction.

In addition to common models that can answer any of our questions, or models that
can generate high-quality media on a single request, there are models that are sure to
save many lives in the future - artificial intelligence trained in medicine.

One of the most exciting examples of Al being used in this area is Insilico
Medicine. Insilico Medicine ("Insilico"), a generative artificial intelligence (Al)-driven
clinical-stage biotechnology company, announced that it has completed the first dose in
patients in the Phase II clinical trial of drug, which treat idiopathic pulmonary fibrosis, a
relatively rare respiratory disease that causes progressive decline in lung function,
marking the world's first anti-fibrotic small molecule inhibitor discovered and designed
using generative Al, initiating Phase II clinical trials for further evaluation. We don't
know how long it would have taken scientists to make the same progress that artificial
intelligence has made in less time. We can only hope that this will not be the last
breakthrough of this company, and in the future they will develop more different drugs
that will save us from different diseases.

Another, and no less interesting, example is Da Vinci Robotic Surgical Systems.
da Vinci is a robotic surgical system developed by Intuitive Surgical. It is used to
perform minimally invasive surgeries in various fields of medicine, including urology,
gynecology, general surgery, cardiac surgery and neurosurgery. The da Vinci system
consists of two main components.

The surgeon's console: the surgeon sits at the console and controls the robot arms
using joysticks and pedals. The console is equipped with a stereoscopic display that
provides the surgeon with a 3D image of the surgical field.

Robot manipulator: the robot manipulator is positioned next to the patient. It has
four arms that are equipped with surgical instruments. The robot arms move with high
precision and can perform movements that are impossible for human hands.

Al in turn is used in most aspects of the surgery performed by this machine. Al is
used to create 3D models of the patient's anatomy based on CT and MRI data. It also
helps the surgeon control the da Vinci instruments with high precision. The system
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filters the surgeon's hand movements, making them smoother and more precise. The
system can also highlight important anatomical structures such as blood vessels and
nerves which help the surgeon navigate during surgery. Artificial intelligence can alert
the surgeon to potential errors or hazards, helping him or her avoid complications. Al is
used to analyze data about surgeries, which helps surgeons improve their skills.

There are many more examples of the use of Al in medicine, but it is impossible to
list them all in one report. But one thing remains the same: artificial intelligence has
brought and will bring a lot of changes in the future, both good and bad.
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Over the course of past few years we can see a big jump in development and usage
of different types of Artificial Intelligence. The way these Al models are trained and
used became a source of many discussions between different types of public, such as
developers, users, artists, writers, etc.

Traditional Artificial Intelligence is also often called Narrow or Weak Al and
focuses on a narrow set of tasks. Examples of Weak Al include voice assistants (such as
Siri and Alexa), recommendation algorithms on various social media platforms, and
Google’s search algorithm. Generative Al, on the other hand, has the ability to create
“new” content. In short, generative Al is taught to predict the next word/pixel/sound, or
a set of those, by processing massive quantities of data. [3]

This leads us to the main concern of a large amount of people, oftentimes creators.
The main concern lies in the source of data used for Al training. While the statement
that Al generated output can not be considered trustworthy is not new to public
majority, the origin of information that is “fed” to the Al seems to raise considerable
amounts of interest after a vast rise of image, video and music generating Als, such as
Midjourney, Stable Diffusion or ChatGPT and DALL-E by OpenAl. All these models
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were trained on a data sourced from the Internet without consideration of intellectual
property rights. Creators were never credited and are often unaware of their works being
used [2]. The failure to credit artists, writers, and other creators allows Al developers to
avoid paying royalties, which contradicts the principles of copyright and intellectual
property.

Another argument against the use of generative Al is that AI 'art' cannot
technically be classified as real art. The reason lies in definition of the word “art” itself:
“The expression or application of human creative skill and imagination™ [1]. Al lacks
both creativity and imagination, as it is not able to create new content, but only “mix”
parts of previously existing works.

Nevertheless, there are still ethical ways to use generative Al. The most important
aspect will always be properly crediting the creators. Generative Al can still be used as
a tool in branches of art, such as animation or extending brand identities, that require
repetitive work. In these cases, Al models are trained on the works of a certain person or
group of people and generated content is commercially used only by the same person or
company.

Ultimately, generative Al will be ethically and morally correct if it is only used as
a tool and doesn’t use uncredited work for training.
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Yeva Polova
National Technical University “Kharkiv Polytechnic Institute”
Language Adviser — Maryna Tykhonova

We live in an era when information technologies invade all spheres of life,
including the activities of the Armed Forces. However, by taking control of
telecommunications and computer networks, it is important to understand the potential
for abuse of these technologies. Modern cyber attacks can negatively impact not only
individual users but also entire nations. In terms of effectiveness, cyber weapons can be
compared to weapons of mass destruction. Therefore, cyber security becomes one of the
key issues that requires immediate attention.

Cyber security for military systems includes a set of measures aimed at protecting
military information infrastructure, communication systems, weapons, and equipment
from cyber attacks, data leak, as well as ensuring the confidentiality, integrity, and
availability of these systems under all conditions. It may seem that cyber attacks cannot
cause significant damage, but this is only superficial.

Here are some types of cyber attacks and their consequences:

Propaganda. Sending spam and fake news can cause public disorientation.

Cyber espionage. Illegally gathering valuable information can lead to serious
misinformation and leakage of confidential data.

Equipment interference. Attacks on communication systems can lead to disruptions
in communication and control over unit actions.

Attacks on critical infrastructure. Damaging water supply and power systems can
lead to serious problems in cities and society.

Here are several principles and practical measures that can help ensure the
protection of military systems from cyber threats:

Prevention, detection, restriction, and recovery: Providing access to information
and technology only to personnel with admission and relevant professional skills. Early
detection of crimes and abuses, limitation of losses in case of their occurrence, as well
as effective recovery of information in the presence of documented and verified
recovery plans.

Multifactor authentication: Multi-factor authentication (MFA) is widely used, even
for everyday tasks such as email, and is becoming compulsory for government
employees. It involves multiple steps to log in, such as a password, face ID, or
fingerprint, increasing the security of your device.
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Data removing from unused devices: There is a growing trend among military-
grade devices to delete/install data without using tools. This increases device security as
data will only be present during usage, facilitating quick data transfer between devices
and preventing their exploitation by hackers.

Encryption of readable data: Confidential information on a computer, server, or
storage devices, such as physical disks or USB drives, can be easily transferred or
stolen. Some devices and programs encrypt data on your device, providing you with
more protection in case of loss or theft.

In light of the constantly increasing cyber threats every day, protecting military
systems from cyber attacks is becoming an increasingly important task for the national
security of each country. We can ensure effective protection of our military systems
from cyber threats only through the combination of technical, organizational, and
international efforts.
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People, as a social hierarchy, have always used verbal and non-verbal means of
communications and clothes are one of them. Clothing serves as a reflective surface,
mirroring our world and its collective perception, associated with an indescribable
complex of rules, customs, conventions and rituals that regulate personal contact.
Nonverbal methods related to the "bodily" also include behaviors related to care and
influence on appearance, such as diets, plastic surgery, and cosmetics.

The ideas, concepts, and categories that form the basis of group identity, such as
age, gender, ethnicity, and religion, help define a person's identity as expressed through
appearance. At both the individual and group level, identity is expressed through
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clothing as people use self-presentation to visually present an identity that is consistent
with their belief systems. You can determine a person's status by their clothing in most
cases: its cleanliness, price, etc.

That is why for many religious organizations, clothing has become an important
symbol of identification and self-determination. However, for most groups, the
regulation of appearance goes beyond clothing alone. The term "clothes" in this context
covers not only the clothes themselves, but also the appearance and all forms of body
adornment.

Fashion operates as a potent tool of influence and trend-setting, often exhibiting a
solid force. Similarly, religion can be viewed as a tool of power and control, so it is not
surprising that in history there were often periods when fashion was dictated by
religious denominations and figures. In the case of "religious fashion" - clothing is the
need to control the body, which has always been considered prone to sin. In general,
such a connection is very contradictory: changing fashion that always provokes, and on
the other hand - religious modesty. But it is blended together and in our time.

For example, now, under the influence of changes in the social, political and
economic environment, even the strictest religious group is forced to resist their
influence, which is quite difficult. Changes in clothing often serve as harbingers of
profound transformations in social and gender roles. Traditional gender roles may be
reflected through a certain style of clothing, where the roles remain stable over a long
period; when these groups suddenly change clothes, one can expect a revision of
conservative views. For example, the change in the dress of Roman Catholic priests and
nuns after the reforms initiated by the Second Vatican Council in the 1960s (the surge
of the feminist movement) is an illustrative example. The changes were more noticeable
for the nuns, as their roles in the Church suddenly underwent significant changes,
including their appearance. In the modern 2010s and 2020s, dress attributes are less
common and less tightly controlled in most religions, although it still remains a
contentious issue, especially among liberal and conservative church members.

REFERENCES
1. Religion: Commitment and Conversion from a Cross-Cultural Perspective. Edited by
B. Linda Arthur. Oxford: Berg.
2. Murdock, Graeme. 2000. Dressed To Repress?: Protestant Clerical Dress and the
Regulation of Morality in Early Modern Europe. Fashion Theory 4: 179-99.
3. Neal, Lynn S. 2019. Religion in Vogue: Christianity and Fashion in America. New
York: New York University Press.

45



CYBERSECURITY IN THE ERA OF DIGITAL TRANSFORMATION
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Cybersecurity in the era of digital transformation is one of the most urgent
problems. The growing number of digital attacks and threats requires constant
improvement of data security methods, as well as the development of new strategies and
approaches to cyber security. Rather, it refers to the incorporation of digital
technologies into all phases of an organization's operation, profoundly changing how
businesses function and deliver value to their customers. As cybersecurity has started to
gain a significant space in the industry, enterprises are embracing digital transformation.
With the ever-increasing reliance on digital systems, the risk of cyber threats and attacks
has become a constant concern as the pool of data is rapidly increasing along with
threats to intellectual property.

Challenges in cybersecurity arise amidst digital transformation:

e Employees worldwide face difficulties in staying updated on security threats.
Regular training programs and awareness campaigns are crucial to educate them on best
practices, recognize risks, and foster a security-conscious culture.

e Outdated technology lacks essential security features, increasing susceptibility
to attacks. Investing in modernizing infrastructure and implementing advanced security
measures is necessary to address these vulnerabilities effectively.

¢ In today's interconnected ecosystem, reliance on external vendors and partners
exposes enterprises to cybersecurity vulnerabilities. Properly managing and monitoring
the security practices of these third parties is essential for mitigating potential risks and
ensuring comprehensive protection.

Social engineering, phishing and other types of attacks aimed at gaining access to
systems through manipulation of people are becoming more and more common.
Therefore, we should discuss the psychology of cyber security, staff training and
development of security awareness among users. In this context, specialists in
cybersecurity have a major responsibility to ensure security of digital systems and
protection of personal data users. They must constantly improve their skills and
knowledge to be ready for detection and elimination of potential threats. In the last 12
months, 39% of UK businesses identified a cyber-attack. Of the 39% of UK businesses
who identified an attack, the most common threat vector was phishing attempts (83%).
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Of those who identified an attack, around one in five (21%) identified a more
sophisticated attack type such as denial of service, malware, or ransomware attack.

Such technologies as cloud computing, IoT, big data, and artificial intelligence
have heightened the risks for businesses. They introduce fresh avenues for
cybercriminals to target, complicating the task of organizations to stay abreast of
evolving threats. Attackers are employing more advanced tactics, raising concerns for
organizations. Moreover, the digital shift heightens the likelihood of unauthorized entry
to sensitive data, potentially resulting in breaches that tarnish the company's reputation.

Exploring new approaches to cyber security, such as artificial intelligence,
machine learning, blockchain technologies and other innovative methods will allow to
stabilize the situation and ensure the safe functioning of digital systems in the future.

In the future, cybersecurity will become even more important and complex. To
remain secure, companies and organizations must continually improve their cyber
security measures, using advanced encryption technologies, machine learning and
artificial intelligence to detect and prevent threats. Cooperation between cyber security
actors at the level of international standards and the establishment of an effective
regulatory policy to protect privacy and security on the Internet will also be important.
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War. A harsh reality that has become all too familiar to every Ukrainian. The
images of destruction, the stories of loss, the pain and fear — all too real, all too raw.
Yet, in the midst of this darkness, there is a glimmer of hope. A hope that comes from
our own ingenuity and innovation, from the unwavering spirit of those who are fighting
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back. Our strategy is not just about guns and bombs, it's about harnessing technology to
overcome the immense challenges we face.

One such technology is computer vision (CV). CV is a rapidly developing field
that uses artificial intelligence to enable computers to "see" and comprehend their
surroundings. It has the potential to revolutionize many industries, and it is already
making a significant impact on the battlefield. With lightning speed and incredible
accuracy, it helps our soldiers become eagles in the sky. Impressive, isn't it?

The secret sauce behind CV's fascinating abilities is a technique called deep
learning. Inspired by the human brain's structure, deep learning algorithms function like
intricate neural networks. To visualise the above, imagine billions of interconnected
processing units, each analyzing a tiny fragment of an image. By feeding these networks
vast amounts of labeled visual data, they learn to recognize patterns and features, much
like a child learns to distinguish a cat from a dog. Over time, these algorithms become
remarkably adept at identifying objects and their specific characteristics, which is a real
ace in the hole on the real battlefield.

This translates into continuous monitoring of vast areas, enabling early detection of
enemy movement. Commanders gain precious time to assess threats, plan strategies,
and act before the enemy even appears.

A prime example of this is a daring operation, where Ukrainian forces deployed a
big network of drones equipped with computer vision. These drones weren't for wiping
out enemy positions, but for a far trickier task: hunting down and disabling russian
electronic warfare (EW) systems. Trained to recognize unique heat signatures and
antenna setups, the drones autonomously located and neutralized these systems with an
accurate mortar fire. This innovative tactic effectively blinded russian forces in
localized areas, disrupting their communications and temporarily neutralizing their
ability to jam Ukrainian drone signals, creating crucial windows for vital intelligence
gathering and counter-offensives.

However, technology is a double-edged sword — CV is not without limitations.
Weather and darkness can easily hinder its effectiveness. However, these are hurdles,
not dead ends. Our researchers are constantly refining its capabilities, developing
algorithms that see through clutter and adapt to the unexpected. CV must remain a
powerful ally, not just in times of clear skies, but in the ever-changing battle for out
independence.

Over the past ten years, we've witnessed acts that defy humanity, and the thirst for
justice grows stronger with each passing day. Technologies like computer vision on our
drones are not just tools of war, but beacons of hope capable to restore the justice. They
offer the power to expose atrocities, hold the perpetrators accountable, and most
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importantly, save countless lives. Let us stand together united, to expose the truth and
hold those accountable. Only then we can build a brighter future, wiping out the legacy
of terrorism from our history once and for all.

Glory to Ukraine! Glory to Heroes!
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Amateur rocket science, though often unnoticed, has an increasingly visible impact
on the modern military-industrial sector. Today, we will discuss how garage rocket
builders are producing innovations in the modern defense sector.

Many enthusiasts, who in peaceful times were engaged in rocket building purely as
a hobby, began to realize their knowledge and experience in practice helping the
defense forces and developing interesting and innovative solutions for the future. Such
missiles can be used for various purposes. For example, some people make upper stages
for drones and gliders on the principle of rocket engine, which gives initial impulse to
the drone when launched from the ground, other masters began to develop new types of
homemade MLRS, which are further installed on various chassis, such as pickup trucks,
etc. Many unique people - many unique ideas and approaches.

The best example of the contribution of rocket scientists is the Ukrainian missile
“Trembita”. Its inventors are volunteers who have previously been engaged in the
manufacture of mortars. According to the creators, its production will be hundreds of
times cheaper than any Western analogs, and it is simple enough to produce even in
garage conditions. The missile is positioned, first of all, as a means of destroying enemy
air defense systems, places where enemy forces are concentrated and ammunition
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depots. The range of such a missile is more than 140 km, and its speed is more than 400
km/h.

Due to its simplicity and low price, this missile could be the equivalent of the
Iranian Shahed-131 drone, which was used by the Russians on a large scale during the
war in Ukraine. The production cost of one “Trembita” is approximately 10 thousand
USD, and is several times lower than the cost of producing missiles designed to combat
it.

Based on all of the above, it is worthy to consider that almost every person who
has ever attended an amateur rocket-building club or studied the subject himself can
help the defense forces to repel rasstan-aggression. All came to the point that amateur
rocket building plays an increasingly important role in the modern military-industrial
sphere. It stimulates progress in this sphere and reduces costs by offering new, more
advanced and useful solutions. As amateur projects grow into large companies working
with the government, their impact on the defense sector will only grow.
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The idea of defending against missiles has been around since ancient times.
Historical records show that ancient civilizations like the Romans and the Chinese used
various methods to protect themselves from enemy projectiles. They had shields and
other basic devices to intercept incoming missiles. It's fascinating to see how the need
for defense against missile threats has been a part of human history for a long time,
evolving into the sophisticated systems we have today.

The Importance of Missile Defense

In today's world, missile attacks pose a serious threat to countries' safety and
stability. Being able to stop these attacks is crucial for protecting people, buildings, and
military assets. Missile defense systems help deter potential attackers and provide vital
protection against missile threats.
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Parts of Missile Defense Systems

Finding and Tracking: The first step in missile defense is spotting and following
missile threats. This involves using different sensors like radars, satellites, and planes to
locate and keep an eye on ballistic missiles as they fly.

Stopping Missiles: Once a threat is spotted, it's time to stop it. This can be done in
various ways, like using ground-based interceptors, interceptors on ships, or interceptors
launched from planes.

Kill Vehicles: Missile defense systems typically rely on "kill vehicles" as their
primary means of intercepting incoming missiles. The core component of numerous
missile defense systems consists of "kill vehicles". These vehicles are designed to hit
and destroy incoming missiles. They have sensors, thrusters, and guidance systems to
accurately intercept and neutralize threats.

Command and Control: Good coordination and decision-making are essential for
running missile defense operations smoothly. Command and control centers bring
together information from different sensors, evaluate threats, and coordinate efforts to
stop them in real-time.

Advanced Technologies in Missile Defense

Recent advancements in technology have made missile defense systems more
reliable, versatile, and effective. Some significant innovations include:

Directed Energy Weapons: Laser and particle beam technologies offer potential
solutions for intercepting missiles quickly. These systems react fast and could be a cost-
effective way to defend against missiles.

Hypersonic Defense: The rise of hypersonic missiles presents new challenges for
missile defense. Researchers are working on ways to effectively intercept these high-
speed threats.

Space-based Defense: Putting sensors and interceptors in space could help detect
and intercept ballistic missiles early. Space-based systems can cover large areas and
respond faster, making overall missile defense stronger.

Conclusions. I think this topic is crucial today, so our state will implement modern
methods of protection against ballistic missiles, which will save the lives of Ukrainians.
And remember — Ukraine will win!
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Until recently access to the internet was limited via devices like the desktop tablet
or smartphone, but now, with the internet of things aka IoT, practically all appliances
can be connected to the internet and monitored remotely. It is a system of
interconnected devices that transfer and exchange data over a wireless network without
any human intervention.

The things in internet of things could be the ACs, doorbells, thermostats, smoke
detectors, water heaters, security alarms and more.

IoT devices are connected to the network with the help of gateways. These
gateways or processing nodes process the information collected from the sensors and
transfer it to the cloud which acts as both the storage and processing unit. All actions
performed at the collected data are used for further learning and inferences with
improved response monitoring and analytical capabilities.

IoT is being adopted in almost all industries and domains opening doors to
countless applications: manufacturing, transportation and logistics retail, public sector,
healthcare and many more - are readily deploying IoT. With such a wide spectrum of
applications the future of IoT looks more promising than ever before.

The integration of IoT with other technologies like cloud computing, machine
learning and artificial intelligence is paving the way for many new and exciting
innovations.
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Micropropagation is the clonal propagation of plants in closed vessels under
aseptic conditions. Inside the vessels, the plants are grown on culture media that contain
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nutrients and growth regulators, and are described as in vitro, which means "in glass'. In
contrast, soil-grown plants are described as in vivo. Plants that are propagated in vitro
are smaller than in vivo plants, hence the term ‘micropropagation' [1]. This technique
involves the growth of plant cells, tissues, or organs in a nutrient-rich medium
containing essential nutrients and growth regulators. It has become a valuable tool in
plant propagation, especially for species that are difficult to propagate through
conventional methods such as seeds or cuttings.

Plant tissue culture refers to the practice of growing plant material in laboratories
in all forms, including micropropagation, and also other techniques which although not
always of immediate practical use in horticulture are very important in other fields such
as plant science research and plant breeding [2].

Micropropagation offers several advantages over propagation methods, such as:

1. It allows to produce many plants within a relatively short period, making it
particularly useful for commercial propagation of valuable or rare plant species.

2. Since the process is conducted under sterile conditions, it greatly reduces the risk
of contamination by pathogens, resulting in the production of disease-free plantlets.

3. Micropropagation produces genetically identical plants, or clones, ensuring
uniformity in characteristics such as growth habit, disease resistance, and flower color.

4. Unlike conventional methods that may be limited by seasonal factors,
micropropagation can be carried out throughout the year, ensuring a continuous supply
of plants regardless of the season.

Various crops with superior traits have been developed using this technology with
enhanced nutritional value and biotic/abiotic stress resistance that leads to increased
crop yield [3]. Different transcription factors which regulate nutrient assimilation
pathways have been over expressed in staple crops that may improve crop yield [4].

The process of micropropagation involves several key steps:

It begins with the selection of a suitable explant, which can be a piece of shoot tip,
leaf, stem, or any other plant tissue. The explant is surface sterilized to remove any
contaminants and then placed onto a culture medium containing nutrients, vitamins,
sugars, and growth regulators. Once the explant is established on the medium, it
undergoes a phase of rapid cell division and multiplication. The growth regulators, such
as cytokinins and auxins, play a crucial role in stimulating the growth of shoots from the
explant. Next is the resulting shoots are subcultured onto fresh medium periodically to
promote further multiplication. This step helps in the mass production of identical
plantlets from a single parent plant. Final step is once enough shoots have developed,
they are transferred to a rooting medium containing auxins, which stimulate the
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formation of roots. Rooted plantlets are then acclimatized to soil conditions gradually to
prepare them for transplantation to the field or greenhouse.

To summarize, plant micro propagation is a powerful technique to acquire plant
extracts with various commercial applications than using whole plants. Plant tissue
culture methods offer significant potential. In the upcoming years, they may serve not
only as a reservoir for discovering new chemicals with unknown biological functions
but also as alternative platforms for producing recombinant proteins, especially for
those that face challenges in expression within fermenting microbes. Over the next
decade, advancements in technologies such as gene editing and manipulation of
environmental factors are expected to unlock the full capabilities of tissue culture
techniques.
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In today's world, scanning technologies play a key role in preserving and
documenting cultural heritage. Since the development of computer graphics and digital
photography, scanning has become widely available in museums. With the development
of 3D scanning and other innovations, it has become a powerful tool for the
preservation and study of historical objects. The use of these technologies is especially
important in military conflicts where cultural heritage is at risk. For example, in
Ukraine, in the conditions of a full-scale war, cases of destruction of museums and other
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cultural objects were recorded. In response to this, researchers and activists began to
engage in the digitization of museum exhibits.

Projects such as "Kyiv Digital" demonstrate the potential of digitizing cultural
heritage through 3D modeling, AR and VR. By digitizing exhibits from various
museums, they preserve them virtually, ensuring accessibility for study and preservation
even in wartime conditions. Thus, as part of the project, they digitized exhibits from the
Museum of Ukrainian Folk Decorative Art, the Ivan Honchar Museum, the "Kyiv Art
Gallery" and the Khanenko collection.

The technology of stereolithography, which is used to create models, prototypes
and finished products from liquid photopolymer resins, has already found application in
museum practice. This method provides an opportunity for quick and accurate
reproduction of cultural heritage objects. The process begins with a 3D model of the
object to be created. A specialized program helps to break down the model into thin
layers similar to slices. The machine then goes to work, adding each layer of resin and
drying it with a UV laser. Each subsequent layer is connected to the previous one,
gradually forming an object.

This method has high speed and accuracy, which makes it attractive for creating
detailed replicas and reproductions of cultural heritage artifacts. However, the cost of
machinery and materials can be quite high, limiting access to this technology for some
museums.

Despite the high cost, stereolithography is an effective way to create high-quality
replicas of cultural objects, which contributes to their preservation and study. The joint
use of scanning and stereolithography methods opens up new opportunities for
preservation, future restoration and documentation of cultural heritage in the face of
modern challenges. These methods do not only allow accurate reproduction of objects,
but also provide the possibility of creating additional copies for distribution and
exchange with other institutions. This is especially important in the case of destruction
or damage to the original artifacts, where restoration becomes impossible.

Moreover, stereolithography can be used to create interactive elements of
exhibitions and educational programs. Replicas of cultural objects created using this
technology can be used for virtual tours, educational videos or interactive applications,
making history and culture accessible to a wide audience.

However, in addition to technical aspects, the introduction of new technologies
into the museum environment also requires consideration of ethical and cultural aspects.
It is important to ensure compliance with copyright and cultural norms when creating
copies to avoid distorting the historical and cultural significance of objects.
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Cyber resilience extends beyond a network defense strategy; it's essential for
safeguarding digital assets in the digital age, where cyberattacks are inevitable.
According to the World Economic Forum, the next three years will see a 63% increase
in cybercrime. [1] The lack of a cyber prevention and response strategy contributes to
the majority of damage from cyberattacks. While cybersecurity software can prevent up
to 80% of attacks [2], the possibility of some succeeding remains. Businesses, the
primary targets of cyberattacks, must be prepared, as even well-prepared companies
may not immediately detect breaches.

Improving cyber resilience involves eight tactical steps:

Step 1 involves developing and testing an incident response plan, which outlines
immediate actions in the event of a cyberattack. Regular testing and updating of this
plan are crucial for enhancing responsiveness to diverse threats.

Step 2 entails creating a cybersecurity incident communication plan to ensure a
coordinated response.

Step 3 requires investing in an advanced security technology platform with
integrated artificial intelligence (AI) and machine learning (ML) technologies to
accelerate threat detection, analysis, and response across your distributed network.

Step 4 involves implementing multi-factor authentication (MFA) to add an extra
layer of security, requiring users to confirm their identity through various means such as
passwords, biometrics, or smart cards.

Step 5 entails ensuring regular updates and patches for systems as a fundamental
measure to prevent exploitation by cybercriminals.
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Step 6 involves conducting routine security audits and assessments to identify
weaknesses in your organization, helping to address potential problems before they are
exploited by threat actors.

Step 7 involves maintaining regular data backups to ensure fast recovery of
important information.

Step 8 involves assessing and enhancing third-party security, essentially,
preventing potential security breaches resulting from external connections.[3]

However, many businesses fail at the critical first step. Cyber resilience isn't just
about data protection; it's also about minimizing the economic impact of cyberattacks
and providing customer confidence in your ability to protect their data.
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Every person on our planet has a hobby, yet some individuals take it a step further,
making leisure their mission. A good example of that is amateur engineers, who are
especially praised during warfare. They start as curious people building, programming,
and tinkering electrical devices as entertainment, but then take it to the next level,
creating devices that can help others defend and survive. This article will explore how
their inventions can help to save lives in war.

The first thing that comes to mind is a prosthetic device. A great deal of citizens
and soldiers are wounded on the battlefield and sadly, many lose their limbs. Thanks to
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modern medicine, their injuries can be healed. As a result of advanced technologies,
enthusiasts, and a will to help others, anyone in need can have their limbs replaced with
prosthetic ones, resulting in a patient who can continue living their fulfilling rich life.
Fortunately, it’s not rare when a simple person who enjoys experimenting with code and
inventing simple devices, develops their skills to the point where they can create these
life-changing devices and make a company out of that, which allows them to produce
even more prosthetics for patients. It may sound like a fairy tale, yet it is somewhat
common and can be fact-checked on the web or social media.

The next point is drones. A crucial and essential surveillance instrument for
intelligence and action during a war. Drones, also called Unmanned Aerial Vehicles
(UAVs) can be used to remotely fly over important strategic areas to gather information
about the enemy, or to protect the homeland. UAV's can be also used to precisely strike
an opponent from a distant place, all with reduced risk and cost maintenance. They can
keep the warriors in a safe place and help them complete their missions without risking
their lives. Drones are really important during a war and in fact, are not that difficult to
assemble, even teenagers volunteer to help build them, meaning one does not have to be
an enthusiast to lend a helping hand to construct one.

And last but not least, enthusiasts in the field of engineering can also help educate
other people, especially children. One of the aspects of war is the uncountable amount
of casualties. They can be caused by numerous reasons, yet one of the most prominent
is planted or masked explosives. These devices may look perfectly harmless and in fact
can be very attention-grabbing or vibrant, like a toy, or what seems like a lost wallet, or
a phone, however upon picking them up, they can detonate, causing serious injury, or
even death. It is indescribably important to keep in mind and follow simple instructions
to save your own life and help others. Never pick up, lest approach suspicious items on
the ground.

To summarize, war equally requires an unbreakable human spirit and technological
development. There is none, without the other, hence aiming to save as many lives as
possible and minimize losses has to be the nation’s shared mission. That is why we, as
humanity, need technological advancement and the right people who can strive to
complete these goals.
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Do you remember that fateful morning etched in the memory of every Ukrainian
worldwide? Morning that casted a dark stain upon the canvas of the whole history? Our
enemy seeks to obscure the narratives written on our canvas, attempting to conceal the
truths that define us. Through their actions, they aim to blot out the history that precedes
us. However, what if we had an exact copy of the canvas and could look at how things

really were? How has its texture changed, from smooth beginnings to a worn,
emotional surface? How much force, how much feeling went into each stroke that built
this narrative?

Such intricacies can be captured by 3D modeling techniques using photometry.

The methods of capturing data may vary significantly based on specific
requirements and the technological resources at hand. Consider, for instance, the
accessibility and simplicity of employing a phone equipped with a LIDAR sensor and
the requisite software for data processing, which could suffice for generating a basic 3D
model. Alternatively, in more complex scenarios, specialized equipment such as drones
or high-resolution studio recording setups may be deployed for capturing objects with
greater precision and detail.

While the terrorist country seeks to rewrite our history, our focus lies in preserving
our cultural treasures. We meticulously digitize valuable historical monuments,
ensuring their conservation for future generations. By transforming these artifacts into
digital 3D models, we preserve our cultural heritage intact, safeguarding it from the
ravages of time and conflict. Saving these treasures pixel by pixel is just the beginning.
Rather than waiting for the cracks to appear in the foundation, the most effective
approach lies in proactive preservation. These technologies hold immense value in
safeguarding what we already possess, not just responding when disaster strikes.

Capturing the evolving cities is vital. Regularly documenting their original look,
like snapshots in time, allows us to understand their evolution and the stories embedded
in their structures.
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To do this, satellites are already being used to make huge and detailed maps of the
area with the help of algorithms that can provide a lot, often surprising information even
from 2D images. These algorithms can detect subtle variations in color, texture, and
patterns, potentially revealing previously unknown changes over time, or even past
land-use patterns. Furthermore, by analyzing the length and direction of shadows cast
by buildings and other objects, these algorithms can even estimate their relative heights
and distances. This ability to extract 3D information from 2D imagery adds another
powerful tool for us.

But we can't always affect and keep the canvas free of spots. In such cases we need
to understand their shape and peculiarities of their appearance.

In the face of unimaginable destruction, a team of Ukrainian researchers stands
defiant. Recognizing the profound impact of the devastation of cities, these determined
individuals have embarked on a crucial initiative — one fueled by both grief and
resilience. They are meticulously recording the damage, their movements a quiet act of
defiance against the forces that seek to erase history. With unwavering focus, they
meticulously build an archive of 3D models, each one a testament to the enduring spirit
of their people and the irreplaceable places they call home.

This will allow us to analyze the damage, how and from where the destruction was
done and have reliable evidence and allow us to remember it for a long time.

This dedication reflects the power of 3D technology. Beyond preservation, it
empowers analysis of damage, reconstruction of events, and ultimately, a deeper
understanding of the past. 3D models serve not just as archives, but as springboards for
VR experiences that immerse users in history, fostering empathy and cultural
understanding.

The evolving potential of 3D technology is immense. It serves as a vital tool in
preserving our history, preparing for the future, and ensuring the enduring lessons of the
past. Our heroes bravely defend against darkness, shielding us and the world from
encroaching evil. With unwavering resolve, they protect our canvas from the inferno of
war. In this valiant defense, 3D technology emerges as a digital shield, meticulously
piecing together fragments of our shattered past. Like archaeologists assembling a
broken mosaic, it allows us to unearth truths others may seek to erase.

As we rebuild these virtual tapestries, we mend the canvas of Ukraine's heritage.
We ensure its vibrant colors shine through, undiminished by the shadows of time. This
collective effort safeguards not just a legacy, but the very narrative of a nation for
generations yet to come.

Glory to Ukraine! Glory to Heroes!
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