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General information 

Summary 

The course "Distributed Systems and Knowledge Bases" focuses on the fundamental principles, 
architecture, and technologies of distributed systems and their integration with knowledge 
bases. It emphasizes practical and theoretical aspects, preparing students to design, implement, 
and manage distributed computing environments and intelligent knowledge management 
systems within telecommunications. 
 

 

Course objectives and goals 

The course aims to provide students with a comprehensive understanding of distributed 
systems and knowledge bases, including their architecture, operational principles, and 
applications. The objectives include fostering critical skills in problem-solving, system design, 
and the deployment of distributed solutions in telecommunication systems while emphasizing 
scalability, security, and efficiency. 
 

Format of classes 

Lectures, laboratory classes, consultations, self-study. Final control in the form of test. 
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Competencies 

GC-1: Ability to think abstractly, analyze and synthesize.  
GC-2: Ability to apply knowledge in practical situations.  
GC-11: Ability to make informed decisions. 
PC02. Ability to formalize the subject area of a particular project in the form of an appropriate 

information model. 

PC04. Ability to collect and analyze data (including big data) to ensure the quality of project decision-

making. 

PC05. Ability to develop, describe, analyze and optimize architectural solutions for information and 

computer systems for various purposes. 

PC06. Ability to apply existing and develop new algorithms for solving problems in the field of 

computer science. 

PC09. Ability to develop and administer databases and knowledge. 

PC11. Ability to initiate, plan and implement processes for the development of information and 

computer systems and software, including its design, analysis, testing, system integration, 

implementation and maintenance.  
 

Learning outcomes 

LO1. Have specialized conceptual knowledge, including modern 

scientific achievements in the field of computer science and is the basis for original thinking and 

research, critical thinking of problems in the field of computer science and on the border of knowledge 

fields. 

LO6. Develop a conceptual model of an information or computer system. 

LO10. Design architectural solutions for information and computer systems for various purposes. 

LO12. Design and maintain databases and knowledge. 

LO18. Collect, formalize, systematize and analyze the needs and requirements for the information or 

computer system being developed, operated or maintained. 
 
 

Student workload 

The total volume of the course is 120 hours (4 ECTS credits): lectures - 32 hours, laboratory classes - 16 
hours, self-study - 72 hours. 
 

Course prerequisites 

Database organization, Programming technologies, GUI programming, Design of computer networks 
 

Features of the course, teaching and learning methods, and technologies 

Classes are made interactively using multimedia technologies for lecture presentations and online 
demonstrations of task execution examples. The lecture classes use explanatory-illustrative, 
reproductive, problem-oriented methods and the method of critical thinking. Training materials are 
available for students through OneNote (Class Notebook). 
 

Program of the course 

Topics of the lectures 

Topic 1. Introduction to Distributed Systems:  
Definition, characteristics, and applications in modern technology. 
Topic 2. Architectures of Distributed Systems:  
Client-server, peer-to-peer, and hybrid models with practical examples. 
Topic 3. Communication in Distributed Systems:  
Protocols, message passing, and inter-process communication. 
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Topic 4. Synchronization and Coordination: Clock synchronization, distributed algorithms, and 
consistency models. 
Topic 5. Fault Tolerance in Distributed Systems: Techniques for ensuring reliability and 
recovery mechanisms. 
Topic 6. Distributed Databases:  
Concepts, advantages, and challenges in telecommunication systems. 
Topic 7. Knowledge Bases: An Overview:  
Definition, types, and their integration with distributed systems. 
Topic 8. Ontology in Knowledge Bases:  
Role of ontology in data organization and retrieval. 
Topic 9. Data Storage and Retrieval in Distributed Systems: Techniques and strategies for 
large-scale environments. 
Topic 10. Security in Distributed Systems:  
Cryptographic methods, authentication, and access control. 
Topic 11. Cloud Computing and Distributed Systems:  
Principles, services, and their impact on telecommunications. 
Topic 12. Middleware Technologies:  
Role of middleware in enabling distributed applications. 
Topic 13. Scalability and Performance in Distributed Systems:  
Methods to ensure efficient system operation. 
Topic 14. Machine Learning in Knowledge Bases:  
Leveraging AI to enhance data insights and applications. 
Topic 15. Emerging Trends in Distributed Systems:  
Blockchain, edge computing, and the Internet of Things (IoT). 
Topic 16. Case Studies:  
Real-world applications of distributed systems and knowledge bases in telecommunications. 
 

Topics of the workshops 

 Not included 
 

Topics of the laboratory classes 

Topic 1. Introduction to Distributed System Simulation:  
Exploring basic distributed system scenarios using simulation tools. 
Topic 2. Setting Up a Client-Server Model:  
Implementation and testing of client-server architecture. 
Topic 3. Developing a Peer-to-Peer Network:  
Design and testing of peer-to-peer applications. 
Topic 4. Synchronization Using Lamport’s Logical Clock:  
Practical understanding of time coordination. 
Topic 5. Simulating Fault Tolerance Mechanisms:  
Implementing checkpoint and recovery in distributed applications. 
Topic 6. Distributed Database Configuration:  
Setting up and managing distributed databases. 
Topic 7. Creating Ontologies for Knowledge Bases:  
Using ontology design tools for structured data management. 
Topic 8. Query Optimization in Distributed Databases:  
Practical techniques for enhancing query performance. 
Topic 9. Data Encryption and Authentication:  
Implementing basic security protocols in a distributed system. 
Topic 10. Deploying a Cloud Service:  
Practical experience with cloud computing platforms. 
Topic 11. Middleware Development for Distributed Applications:  
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Implementing and testing middleware solutions. 
Topic 12. Performance Analysis of Distributed Systems:  
Tools and techniques for system monitoring and optimization. 
Topic 13. Implementing AI in Knowledge Bases:  
Building a simple AI-driven query system. 
Topic 14. IoT Device Integration in Distributed Systems:  
Connecting and managing IoT devices. 
Topic 15. Using Blockchain in Distributed Systems:  
Exploring blockchain applications in secure data transactions. 
Topic 16. Telecommunication System Simulation:  
Case study of distributed systems in telecommunications. 
 

Self-study  

Self-study is an integral part of this course, enabling students to deepen their understanding of 
distributed systems and knowledge bases. Students will explore advanced topics, research 
cutting-edge developments, and work on practical assignments, including reading technical 
literature, completing small-scale projects, and preparing for class discussions to foster a robust 
comprehension of the subject. 
 

Course materials and recommended reading 

1. "Distributed Systems: Principles and Paradigms" by Andrew S. Tanenbaum and Maarten 
Van Steen (2021) 

2. "Knowledge Graphs: Fundamentals, Techniques, and Applications" by Mayank Kejriwal, 
Craig A. Knoblock, and Pedro Szekely (2022) 

3. "Distributed Systems: An Algorithmic Approach" by Sukumar Ghosh (2021) 
4. "Cloud Computing and Distributed Systems" by Rajkumar Buyya and Christian Vecchiola 

(2022) 
5. "Building Knowledge Graphs" by Jesús Barrasa and Damien Graux (2023) 
6. "Modern Operating Systems" by Andrew S. Tanenbaum and Herbert Bos (2021) 
7. "Scalable and Secure Internet Services and Architecture" by Thomas Knauth and Thorsten 

Ehlers (2020) 
8. "Machine Learning with Knowledge Graphs" by Kuldeep Singh, Christoph Lange, and 

Heiko Paulheim (2022) 
9. "Edge Computing and Distributed Systems" by Albert Y. Zomaya and Sherali Zeadally 

(2023) 
10. "Blockchain for Distributed Systems Security" by Surya Nepal and Zahir Tari (2022) 
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Criteria for assessment of student 
performance, and the final score structure 

The final grade is made up of 100% assessment 
results in the form of an exam (50%) and current 
assessment (50%). 
 
Breakdown of the grading: 
 
Laboratory work: 30% 
Independent work and computational tasks: 20% 
 

Grading scale  

Total 
points 

National ECTS 

90–100 Excellent A 
82–89 Good B 
75–81 Good C 
64–74 Satisfactory D 
60–63 Satisfactory E 
35–59 Unsatisfactory 

(requires additional 
learning) 

FX 

1–34 Unsatisfactory (requires 
repetition of the course) 

F 

 

Norms of academic integrity and course policy  

The student must adhere to the Code of Ethics of Academic Relations and Integrity of NTU "KhPI": to 
demonstrate discipline, good manners, kindness, honesty, and responsibility. Conflict situations should be 
openly discussed in academic groups with a lecturer, and if it is impossible to resolve the conflict, they 
should be brought to the attention of the Institute's management. 
Regulatory and legal documents related to the implementation of the principles of academic integrity at 
NTU "KhPI" are available on the website: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-
dobrochesnist/  

Approval 

Approved by Date, signature 
 

Head of the department 
Pavlo PUSTOVOITOV 

 Date, signature 
 

Guarantor of the educational 
program 
Oleksiy VODKA 
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