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General information
Annotation

The discipline is aimed at providing students with general information about methods and means of
information protection and their classification; studying the theoretical foundations of cryptographic
methods of information protection, principles of software protection and ensuring security when working
in a network; acquiring skills and abilities in the practical application of cryptographic algorithms, data
protection methods and telecommunication networks.

Purpose and objectives of the discipline

The purpose of teaching the academic discipline is to provide students with knowledge about methods and
means of information protection and their classification; study the theoretical foundations of cryptographic
methods of information protection, principles of software protection and security. The ability to effectively
apply knowledge of cryptographic algorithms, data protection methods and telecommunication networks.

Class format

Lectures, laboratory work, independent work, consultations. Final control - exam.

HamionaAsHmit TeXHiMHKIA yHIBEpCHTET

Informatlon protection in telecommunication systems «XapKiBchKuit moAiTexuimHmi iHCTUTYT -



https://web.kpi.kharkov.ua/si/uk/staff/voronets_vitalii/

Competencies

GC-1. Ability to abstract thinking, analysis and synthesis.

GC-2. Ability to apply knowledge in practical situations.

GC-4. Ability to know and understand the subject area and understand the sense of professional activity.
GC-7. Ability to learn and master modern knowledge.

GC-11. The ability to realize one's rights and responsibilities as a member of society, to realize the
values of a civil (free democratic) society and the need for its sustainable development, the rule of law,
the rights and freedoms of a person and a citizen in Ukraine.

Learning outcomes

PC-3. Ability to use basic methods, ways and means of obtaining, transmitting, processing and storing
information.

PC-5. Ability to use regulatory and legal documentation related to information and telecommunication
networks, telecommunication and radio technical systems (laws of Ukraine, technical regulations,
international and national standards, recommendations of the International Telecommunication Union,
etc.) to solve professional tasks.

PC-8. Willingness to promote the introduction of promising technologies and standards.

PC-14. Willingness to study scientific and technical information, Ukrainian and foreign experience on
the subject of an investment (or other) project of telecommunications and radio equipment.

Scope of the discipline

The total duration of the course is 120 hours: lectures - 24 hours, laboratory work - 24 hours, independent
work - 72 hours.

Prerequisites for studying the discipline (prerequisites)

nn

"Physics" "Fundamentals of Electronics and Circuit Engineering in Electronic Communications” "Object-
Oriented Programming”, "Transmission Lines and Fiber Optic Equipment in Telecommunications
Communications”, "Engineering and Computer Graphics", "Fundamentals of Electronics and Circuit
Engineering in Electronic Communications"”, "Theory of Electrical Communication", "Electronic
Communications”, "Design and Administration of Computer and Telecommunications Networks",

"Management in TCS".

Discipline features, teaching methods and technologies

During the teaching of the discipline, the teacher uses explanatory-illustrative (informational-receptive)
and reproductive teaching methods. Presentations, conversations, individual group projects, and master
classes are used as teaching methods aimed at activating and stimulating the educational and cognitive
activity of applicants.

Academic discipline program

Lecture topics

Topic 1. Introduction to the discipline. Model of a secure information system. The place of information
protection in modern electronic communications.

Topic 2. Symmetric encryption algorithms.

Topic 3. Data encryption algorithm (DES), (AES).

Topic 4. Public key cryptography.

Topic 5. Key exchange according to the Diffie-Hellman scheme.
Topic 6. Cryptography using elliptic curves.

Topic 7. Basic provisions and characteristics of EDS.

Topic 8. General characteristics of steganography.
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Topics of practical classes

Practical classes are not provided within the discipline.

Laboratory work topics

Topic 1. Algorithms that implement simple substitution ciphers.

Topic 2. Managing a protected disk using the BestCrypt program..

Topic 3. Encoding files and folders using Windows.

Topic 4. Protecting access to information in the Windows OS.

Topic 5. Protecting access to information in the Access database.

Topic 6. Encrypting data using the PGP system.

Topic 7. Building a personal digital signature.

Topic 8. Cryptography using elliptic curves.

Topic 9. Researching intrusion prevention using the CSA program.

Topic 10. Monitoring network operation in EtherPeek NX.

Topic 11. Protecting a local area network in Windows.

Topic 12. Implementing data injection into images.

Topic 13. Exploring the capabilities of Wireshark software.

Topic 14. Information security software packages.

Topic 15. Exploring the possibility of carrying out an attack using social engineering.
Topic 16. Methods of protection against phishing attacks and excessive flow of advertising offers within the
email inbox.

Independent work

Independent work of a student is one of the forms of organizing learning, the main form of mastering
educational material in free time from classroom classes. During independent work, students study lecture
material, prepare for laboratory and test work, and the exam.

Literature and educational materials

Basic literature

1. Security of information and communication systems: textbook / V. B. Tolubko et al.; editor-in-chief prof.
V. B. Tolubka — K.: DUT, 2019.

2. Cybersecurity: modern technologies of information protection: teaching aids / S. M. Klimushyn, O. O.
Kopka, L. E. Kopka. - Kharkiv: Miskdruk, 2020.

3. Information protection in infocommunication systems: lecture notes / O. P. Polishchuk. - Kharkiv:
KhNURE, 2021.

4. Cybersecurity: modern technologies of protection. Textbook for students of higher educational
institutions. / S. E. Ostapov, S. P. Yevseyev, 0. G. Korol. - Lviv: “Novyi Svit-2000”, 2020. - 678 p.

5. Cryptanalysis. Cryptographic protocols / 0.M. Hapak // Textbook for the course "Computer
Cryptography" for students of the Faculty of Engineering and Technology, specialty 123-"Computer
Engineering". Uzhgorod: Publishing House of Private Enterprise "OUTDOR-SHARK", 2021. - 96p.

Additional literature

1. Telecommunication Systems Security / Wen Chen, Akram Hakiri, Aniruddha Gokhale. - Springer, 2020.
2. Security and Privacy in Communication Networks: 19th International Conference - Springer, 2019.

3. Information Security in Diverse Computing Environments / In Ho Lee, Yungho Leu, Hsing-Chung Chen. -
The Institution of Engineering and Technology, 2020.

4. Network and System Security: 13th International Conference - Springer, 2020.

5. Privacy in the Age of Big Data: Recognizing Threats, Defending Your Rights, and Protecting Your Family"
(S. Sedgwick, 2019).
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Evaluation system

Criteria for evaluating the applicant's Rating scale
success and distribution of points Total National assessment ECTS
points
90-100  Perfectly A
Points are awarded according to the following 82-89 Good B
ratio: 75-81  Good C
elaboratory work: 50% of the semester grade; 64-74 Satisfactorily D
eindependent work: 20% of the semester grade; 60-63 Satisfactorily E
sexam: 30% of the semester grade. 35_59 Unsatisfactorily FX
(additional study
required)
1-34 Unsatisfactorily F

(re-study required)

Academic Ethics Standards and Course Policies

The applicant must adhere to the "Code of Ethics for Academic Relations and Integrity of NTU "KhPI":
demonstrate discipline, politeness, friendliness, honesty, and responsibility.

Conflict situations should be openly discussed in study groups with the teacher, and if the conflict
cannot be resolved, they should be brought to the attention of the institute's management. Regulatory
and legal support for the implementation of the principles of academic integrity at NTU

"KhPI" is located on the website:http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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